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Storage Area Networks Module-1

Module 1

STORAGE SYSTEM

1.1 Introduction to Information storage
1.1.1 Why Information management?

>

Information is increasingly important in our daily lives. We have become information
Dependents.

We live in on-command, on-demand world that means we need information when and where
it is required.

We access the Internet every day to perform searches, participate in social networking, send
and receive e-mails, share pictures and videos, and scores of other applications. Equipped
with a growing number of content-generating devices, more information is being created by

individuals than by businesses.

The im , dependency, and volume of information for the business world also
continue to grow at astound e
Busip€sses dgpen t and relia cess jomgeriticabt success. Sgme of

the business applications that process information include airline reservations, telephone
billing systems, e-commerce, ATMSs, product designs, inventory management, e-mail
archives, Web portals, patient records, credit cards, life sciences, and global capital markets.
The increasing criticality of information to the businesses has amplified the challenges in
protecting and managing the data.

Organizations maintain one or more data centers to store and manage information. A data
center is a facility that contains information storage and other physical information

technology (IT) resources for computing, networking, and storing information.

1.1.2 Information Storage

Businesses use data to derive information that is critical to their day-to-day operations.

Storage is a repository that enables users to store and retrieve this digital data.

Data

» Data is a collection of raw facts from which conclusions may be drawn.
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» Eg: a printed book, a family photograph, a movie on videotape, e-mail message, an e-

book, a bitmapped image, or a digital movie are all examples of data.

» The data can be generated using a computer and stored in strings of 0s and 1s(as shown in
Fig 1.1), is called digital data and is accessible by the user only after it is processed by a

computer.
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The following is a list of some of the factors that have contributed to the growth of digital data :

1 Increase in data processing capabilities: Modern-day computers provide a significant

increase in processing and storage capabilities. This enables the conversion of various
types of content and media from conventional forms to digital formats.

2. Lower cost of digital storage: Technological advances and decrease in the cost of
storage devices have provided low-cost solutions and encouraged the development of less
expensive data storage devices. This cost benefit has increased the rate at which data is
being generated and stored.

3. Affordable and faster communication technology: The rate of sharing digital data is
now much faster than traditional approaches. A handwritten letter may take a week to

reach its destination, whereas it only takes a few seconds for an e-mail message to reach

its recipient.
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4. Proliferation of applications and smart devices: Smartphones, tablets, and newer
digitaldevices, along with smart applications, have significantly contributed to the

generation of digital content.

1.1.3 Types of Data

Data can be classified as structured or unstructured (see Fig 1.2) based on how it is stored
and managed.
» Structured data:
e Structured data is organized in rows and columns in a rigidly defined format so that
applications can retrieve and process it efficiently.
e Structured data is typically stored using a database management system (DBMS).
» Unstructured data:
e Data is unstructured if its elements cannot be stored in rows and columns, and is therefore
difficult to query and retrieve by business applications.

e Example: e-mail messaies: business cards, or even digital format files such as .doc,

txtyand ipdf. Qp rnm
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Fig 1.2:Types of data
1.1.4 Big Data
» Big data refers to data sets whose sizes are beyond the capability of commonly used software

tools to capture, store, manage, and process within acceptable time limits.
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» Itincludes both structured and unstructured data generated by a variety of sources, including

business application transactions, web pages, videos, images, e-mails, social media, and so on.
» The big data ecosystem (see Fig 1.3) consists of the following:
1 Devices that collect data from multiple locations and also generate new data about this
data (metadata).
2. Data collectors who gather data from devices and users.
3. Data aggregators that compile the collected data to extract meaningful information.
4. Data users and buyers who benefit from the information collected and aggregated by others in the

data value chain .

L) E&,;?!I:Ie-ot-iu,;.‘\;,..@
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Fig 1.3: Big data Ecosystem

» Big data Analysis in real time requires new techniques, architectures, and tools that provide :
1. high performance,
2. massively parallel processing (MPP) data platforms,
3. advanced analytics on the data sets.

» Big data Analytics provide an opportunity to translate large volumes of data into right decisions.

1.1.5 Information

> Data, whether structured or unstructured, does not fulfil any purpose for individuals or

businesses unless it is presented in a meaningful form.
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» Information is the intelligence and knowledge derived from data.

> Businesses analyze raw data in order to identify meaningful trends. On the basis of these
trends, a company can plan or modify its strategy.

» For example, a retailer identifies customers’ preferred products and brand names by
analyzing their purchase patterns and maintaining an inventory of those products.

» Because information is critical to the success of a business, there is an ever present

concern about its availability and protection.

1.1.6 Storage

> Data created by individuals or businesses must be stored so that it is easily accessible for
further processing.

» In a computing environment, devices designed for storing data are termed storage devices or
simply storage.

» The type of storage used varies based on the type of data and the rate at which it is created

and use
>V]h- ol uulse.ﬁ EEPII
disks®n personal co ers are exa ofist ices.®

» Businesses have several options available for storing data including internal hard disks,

external disk arrays and tapes.

1.2 Introduction to Evolution of Storage Architecture

» Historically, organizations had centralized computers (mainframe) and information storage
devices (tape reels and disk packs) in their data center.

» The evolution of open systems and the affordability and ease of deployment that they offer
made it possible for business units/departments to have their own servers and storage.

» In earlier implementations of open systems, the storage was typically internal to the server.
This approach is referred to as server-centric storage architecture (see Fig 1.4 [a]).

» In this server-centric storage architecture, each server has a limited number of storage
devices, and any administrative tasks, such as maintenance of the server or increasing storage
capacity, might result in unavailability of information.

» The rapid increase in the number of departmental servers in an enterprise resulted in
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unprotected, unmanaged, fragmented islands of information and increased capital and

operating expenses.

» To overcome these challenges, storage evolved from server-centric to information-centric
architecture (see Fig 1.4 [b]).

Department 1 Department 2 Department 3
Server Server Server
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(a) Server-Centric Storage Architecture

Department 1 Department 2 Department 3
Server Server Server
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Storage Device

(b) Information-Centric Storage Architecture
Fig 1.4: Evolution of storage architecture
> In information-centric architecture, storage devices are managed centrally and

independent of servers.
» These centrally-managed storage devices are shared with multiple servers.

» When a new server is deployed in the environment, storage is assigned from the same

shared storage devices to that server.

» The capacity of shared storage can be increased dynamically by adding more storage

devices without impacting information availability.
> In this architecture, information management is easier and cost-effective.

» Storage technology and architecture continues to evolve, which enables organizations to
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consolidate, protect, optimize, and leverage their data to achieve the highest return on

information assets.

1.3 Data Center Infrastructure
» Organizations maintain data centers to provide centralized data processing capabilities
across the enterprise.
» The data center infrastructure includes computers, storage systems, network devices,
dedicated power backups, and environmental controls (such as air conditioning and fire

suppression).

1.3.1 Key Data Center Elements
Five core elements are essential for the basic functionality of a data center:

1) Application: An application is a computer program that provides the logic for computing
operations. Eg: order processing system.

Database: More commonly, a database management system (DBMS) provides a

tured wayito store @ nflogigall [ bles thataregd emBMS

imizes|the Storagé a retrieud age ® Cﬁ

3) Host or compute: A computing platform (hardware, firmware, and software) that runs

applications and databases,
4) Network: A data path that facilitates communication among various networked devices.

5 Storage array: A device that stores data persistently for subsequent use.

» These core elements are typically viewed and managed as separate entities, but all the
elements must work together to address data processing requirements.
» Fig 1.5 shows an example of an order processing system that involves the five core
elements of a data center and illustrates their functionality in a business process.
1) A customer places an order through a client machine connected over a LAN/ WAN to
a host running an order-processing application.
2) The client accesses the DBMS on the host through the application to provide order-
related information, such as the customer name, address, payment method, products

ordered, and quantity ordered.
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3) The DBMS uses the host operating system to write this data to the database located
on physical disks in the storage array.

4) The Storage Network provides the communication link between the host and the
storage array and transports the request to read or write commands between them.

5 The storage array, after receiving the read or write request from the host, performs the

necessary operations to store the data on physical disks.

Storage Array

Host/
Compute ; :' :
Client . ) i [ | L
I— ‘»' o \\I ieasie A L |
‘ = Storage L
—— ‘:LAN/WAN f @7 ==
¢ B shidits | it
User ==
Interface OS and DBMS s

Fig .Sﬁmple of angonline order transaction system
1.4 K chalactu ic forl!ml eSrgﬂ!nCOl I l

Key characteristics of data center elements are:

1)

2)

3)

4)

Availability: All data center elements should be designed to ensure accessibility. The
inability of users to access data can have a significant negative impact on a business.
Security: Polices, procedures, and proper integration of the data center core elements
that will prevent unauthorized access to information must be established. Specific
mechanisms must enable servers to access only their allocated resources on storage
arrays.

Scalability: Data center operations should be able to allocate additional processing
capabilities (eg: servers, new applications, and additional databases) or storage on
demand, without interrupting business operations. The storage solution should be able to
grow with the business.

Performance: All the core elements of the data center should be able to provide optimal
performance and service all processing requests at high speed. The infrastructure should

be able to support performance requirements.
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5 Data integrity: Data integrity refers to mechanisms such as error correction codes or
parity bits which ensure that data is written to disk exactly as it was received. Any
variation in data during its retrieval implies corruption, which may affect the operations
of the organization.

6) Capacity: Data center operations require adequate resources to store and process large
amounts of data efficiently. When capacity requirements increase, the data center must
be able to provide additional capacity without interrupting availability, or, at the very
least, with minimal disruption. Capacity may be managed by reallocation of existing
resources, rather than by adding new resources.

7) Manageability: A data center should perform all operations and activities in the most
efficient manner. Manageability can be achieved through automation and the reduction

of human (manual) intervention in common tasks.

Availability

Scalability

Data Integrity

Performance

Fig 1.6: Key characteristics of data center elements



Storage Area Networks Module-1

1.5 Virtualization

>

Virtualization is a technique of abstracting physical resources, such as compute, storage, and
network, and making them appear as logical resources.

Virtualization has existed in the IT industry for several years and in different forms.
Common examples of virtualization are virtual memory used on compute systems and
partitioning of raw disks.

Virtualization enables pooling of physical resources and providing an aggregated view of the
physical resource capabilities. For example, storage virtualization enables multiple pooled
storage devices to appear as a single large storage entity.

Similarly, by using compute virtualization, the CPU capacity of the pooled physical servers
can be viewed as the aggregation of the power of all CPUs (in megahertz).

Virtualization also enables centralized management of pooled resources.

Virtual resources can be created and provisioned from the pooled physical resources. For

Xam irtual disk o iven capagity can be created from a storage pool or a virtual
rver with'specific CRU d er Efigurﬁ m
These virtbal re s share po hysi e S,8W i s ithe utilization of

physical IT resources.

Based on business requirements, capacity can be added to or removed from the virtual
resources without any disruption to applications or users.

With improved utilization of IT assets, organizations save the costs associated management
of new physical resources. Moreover, fewer physical resources means less space and energy,
which leads to better economics and green computing.

1.6 Cloud Computing

>

Cloud computing enables individuals or businesses to use IT resources as a service over the
network.
It provides highly scalable and flexible computing that enables provisioning of resources on
demand.

Users can scale up or scale down the demand of computing resources, including storage
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capacity, with minimal management effort or service provider interaction.

» Cloud computing empowers self-service requesting through a fully automated request-
fulfillment process.

» Cloud computing enables consumption-based metering; therefore, consumers pay only for
the resources they use, such as CPU hours used, amount of data transferred, and gigabytes of
data stored.

» Cloud infrastructure is usually built upon virtualized data centers, which provide resource
pooling and rapid provisioning of resources.

1.7 Key Data center Elements

1.7.1 Application
» An application is a computer program that provides the logic for computing operations.

» The application sends requests to the underlying operating system to perform read/write
(R/W) operations on the storage devices.

> WApplications deployed in a genter envi eptsare com ly gategogi usiness
applications, infrastr tgaue egz@ 2at@ MS, and

security applications.

» Some examples of these applications are e-mail, enterprise resource planning (ERP),
decision support system (DSS), resource management, backup, authentication and antivirus

applications, and so on

1.7.2. DBMS

» A database is a structured way to store data in logically organized tables that are interrelated.

> A DBMS controls the creation, maintenance, and use of a database.

1.7.3 Host(or) Compute

» The computers on which applications run are referred to as hosts. Hosts can range from
simple laptops to complex clusters of servers.

» Hosts can be physical or virtual machines.

» A compute virtualization software enables creating virtual machines on top of a physical
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compute infrastructure.
> A host consists of
v' CPU: The CPU consists of four components-Arithmetic Logic Unit (ALU),
control unit, registers, and L1 cache
v' Memory: There are two types of memory on a host, Random Access Memory
(RAM) and Read-Only Memory (ROM)
v 1/0 devices : keyboard, mouse, monitor

v'_acollection of software to perform computing operations- This software includes

the operating system, file system, logical volume manager, device drivers, and so
on.

The following section details various software components that are essential parts of a host system.

1.7.3.1 Operating System

> In a traditional computing environment, an operating system controls all aspects of

computing.

> Itworksbetween the applic the physical components of a compute s :

> In a\iftualizedl compute/environment, the virtu t@erw(ksb @ the operating
system and the har reseurces. e

Functions of OS

» data access

monitors and responds to user actions and the environment

organizes and controls hardware components

manages the allocation of hardware resources

It provides basic security for the access and usage of all managed resources

performs basic storage management tasks

YV V V VYV V V

manages the file system, volume manager, and device drivers.

Memory Virtualization

» Memory has been, and continues to be, an expensive component of a host.
» It determines both the size and number of applications that can run on a host.

» Memory virtualization is an operating system feature that virtualizes the physical memory
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(RAM) of a host.

» It creates virtual memory with an address space larger than the physical memory space

present in the compute system.

» The operating system utility that manages the virtual memory is known as the virtual
memory manager (VMM).

» The space used by the VMM on the disk is known as a swap space.

» A swap space (also known as page file or swap file) is a portion of the disk drive that
appears to be physical memory to the operating system.

» In avirtual memory implementation, the memory of a system is divided into contiguous
blocks of fixed-size pages.

» A process known as paging moves inactive physical memory pages onto the swap file and
brings them back to the physical memory when required.

1.7.3.2 Device Drivers

ver is spegial are that p mits the operating system to interact with a specific
[

1.7.3.3 Volume Manager

» In the early days, disk drives appeared to the operating system as a number of continuous disk
blocks. The entire disk drive would be allocated to the file system or other data entity used by
the operating system or application.

Disadvantages:
v lack of flexibility.
v" When a disk drive ran out of space, there was no easy way to extend the file system’s
size.
v’ as the storage capacity of the disk drive increased, allocating the entire disk drive for the
file system often resulted in underutilization of storage capacity

Solution: evolution of Logical Volume Managers (LVMs)

» LVM enabled dynamic extension of file system capacity and efficient storage management.
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A\

The LVM is software that runs on the compute system and manages logical and physical
storage.

LVM is an intermediate layer between the file system and the physical disk.

LVM can partition a larger-capacity disk into virtual, smaller-capacity volumes(called
Partitioning) or aggregate several smaller disks to form a larger virtual volume. The process is
called concatenation.

Disk partitioning was introduced to improve the flexibility and utilization of disk drives.

In partitioning, a disk drive is divided into logical containers called logical volumes (LVS)
(see Fig 1.7)

Hosts

" .
q
Logical Volume 1
=y
ams’ Ymmn
‘nmal tmmu’
———3 N )

Physical Volume

l -

Partitioning Concatenation

Fig 1.7: Disk Partitioning and concatenation

Concatenation is the process of grouping several physical drives and presenting them to the
host as one big logical volume.

The basic LVM components are physical volumes, volume groups, and logical volumes.
Each physical disk connected to the host system is a physical volume (PV).

A volume group is created by grouping together one or more physical volumes. A unique
physical volume identifier (PVID) is assigned to each physical volume when it is initialized
for use by the LVM. Each physical volume is partitioned into equal-sized data blocks called

physical extents when the volume group is created.
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» Logical volumes are created within a given volume group. A logical volume can be thought

of as a disk partition, whereas the volume group itself can be thought of as a disk.
1.7.3.4 File System

> A fileis a collection of related records or data stored as a unit with a name.

A\

A file system is a hierarchical structure of files.

» Afile system enables easy access to data files residing within a disk drive, a disk partition, or
a logical volume.

» It provides users with the functionality to create, modify, delete, and access files.

» Access to files on the disks is controlled by the permissions assigned to the file by the owner,
which are also maintained by the file system.

» A file system organizes data in a structured hierarchical manner via the use of directories,
which are containers for storing pointers to multiple files.

» All file systems maintain a pointer map to the directories, subdirectories, and files that are

system

arto i
> BExamples @f common ”Pul‘ﬁe CO m
FAT 32 (File Allocation Tab r Microsoft ndo’vs

v" NT File System (NTFS) for Microsoft Windows
v" UNIX File System (UFS) for UNIX
v Extended File System (EXT2/3) for Linux

» The file system also includes a number of other related records, which are collectively called
the metadata.

» For example, the metadata in a UNIX environment consists of the superblock, the inodes,
and the list of data blocks free and in use.

» A superblock contains important information about the file system, such as the file system
type, creation and modification dates, size, and layout.

» An inode is associated with every file and directory and contains information such as the file
length, ownership, access privileges, time of last access/modification, number of links, and
the address of the data.

» A file system block is the smallest “unit” allocated for storing data.
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» The following list shows the process of mapping user files to the disk storage subsystem with

an LVM (see Fig 1.8)
1. Files are created and managed by users and applications.
2. These files reside in the file systems.
3. The file systems are mapped to file system blocks.
4. The file system blocks are mapped to logical extents of a logical volume.
5. These logical extents in turn are mapped to the disk physical extents either by the
operating system or by the LVM.
6. These physical extents are mapped to the disk sectors in a storage subsystem.
If there is no LVM, then there are no logical extents. Without LVM, file system blocks are
directly mapped to disk sectors.

File System
User Blocks
l Files File System
]
. bl 1 2 3
—_—» EE— R —
L Creates/ Reside in Mapped to
Manages
Disk Physical LVM Logical
Disk Sectors Extents Extents
6 5 4
- - -
Mapped to Mapped to Mapped to

Fig 1.8: Process of mapping user files to disk storage

» The file system tree starts with the root directory. The root directory has a number of
subdirectories.

» A file system can be either :
v ajournaling file system

v anonjournaling file system.
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Nonjournaling file system : Nonjournaling file systems cause a potential loss of files because
they use separate writes to update their data and metadata. If the system crashes during the write
process, the metadata or data might be lost or corrupted. When the system reboots, the file
system attempts to update the metadata structures by examining and repairing them. This
operation takes a long time on large file systems. If there is insufficient information to re-create
the wanted or original structure, the files might be misplaced or lost, resulting in corrupted file
systems.

Journaling file system: Journaling File System uses a separate area called a log or journal.
This journal might contain all the data to be written (physical journal) or just the metadata to be
updated (logical journal). Before changes are made to the file system, they are written to this
separate area. After the journal has been updated, the operation on the file system can be
performed. If the system crashes during the operation, there is enough information in the log to
“replay” the log record and complete the operation. Nearly all file system implementations
today use journaling

Advantages:

» Journaling results in a quick file system check because it looks only at the active, most

FIRERe com

Disadvantage:

> they are slower than other file systems. This slowdown is the result of the extra operations
that have to be performed on the journal each time the file system is changed.

> But the advantages of lesser time for file system checks and maintaining file system
integrity far outweighs its disadvantage.

1.7.3.5 Compute Virtualization

» Compute virtualization is a technique for masking or abstracting the physical hardware from
the operating system. It enables multiple operating systems to run concurrently on single or
clustered physical machines.

» This technique enables creating portable virtual compute systems called virtual machines
(VMs) running its own operating system and application instance in an isolated manner.

» Compute virtualization is achieved by a virtualization layer that resides between the hardware
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and virtual machines called the hypervisor. The hypervisor provides hardware resources, such
as CPU, memory, and network to all the virtual machines.

» A virtual machine is a logical entity but appears like a physical host to the operating system,
with its own CPU, memory, network controller, and disks. However, all VMs share the same
underlying physical hardware in an isolated manner.

» Before Compute virtualization:

v A physical server often faces resource-conflict issues when two or more applications
running on the same server have conflicting requirements. As a result, only one
application can be run on a server at a time, as shown in Fig 1.9 (a).

v Due to this, organizations will need to purchase new physical machines for every
application they deploy, resulting in expensive and inflexible infrastructure.

v' Many applications do not fully utilize complete hardware capabilities available to
them. Resources such as processors, memory and storage remain underutilized.

v/ Compute virtualization enables users to overcome these challenges (see Fig 1.9 (b)).

e ~

OS

Hardware
\"_&;J‘ ' \.v
crPu Memory NIC Card Hard Disk cPU Memory NIC Card Hard Disk
(a) Before Compute Virtualization (b) After Compute Virtualization

Fig 1.9: Server Virtualization

» After Compute virtualization:
v' This technique significantly improves server utilization and provides server

consolidation.
v' Server consolidation enables organizations to run their data center with fewer physical
servers.

v" This, in turn,
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= reduces cost of new server acquisition,

= reduces operational cost,
= saves data center floor and rack space.
v Individual VMs can be restarted, upgraded, or even crashed, without affecting the

other VMs.
v" VMs can be copied or moved from one physical machine to another (non-disruptive

migration) without causing application downtime. This is required for maintenance

activities
1.8 Connectivity

» Connectivity refers to the interconnection between hosts or between a host and peripheral

devices, such as printers or storage devices.
» Connectivity and communication between host and storage are enabled using:

Ise.com

» The physical components of connectivity are the hardware elements that connect the host to

v" physical components

storage.
» Three physical components of connectivity between the host and storage are (refer Fig 1.10):

v" the host interface device
v port
v' cable.

Host = Cable
Aaia

\ / Storage

Port

Fig 1.10: Physical components of connectivity
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» A host interface device or host adapter connects a host to other hosts and storage devices.
v Eg: host bus adapter (HBA) and network interface card (NIC).
v" HBA is an application-specific integrated circuit (ASIC) board that performs 1/O
interface functions between the host and storage, relieving the CPU from additional
I/O processing workload.
v A host typically contains multiple HBAs.
» A portis a specialized outlet that enables connectivity between the host and external devices.
An HBA may contain one or more ports to connect the host.

» Cables connect hosts to internal or external devices using copper or fiber optic media.

1.8.2 Interface Protocols

» A protocol enables communication between the host and storage.

lemeintegsising interfacldevices (or controllers) at both source and

» ThRe'popular i rotocols uUr StECmrcaQrm

i.  Integrated Device Electronics/Advanced Technology Attachment (IDE/ATA)
ii.  Small Computer System Interface (SCSI),
iii.  Fibre Channel (FC)
iv.  Internet Protocol (IP)

IDE/ATA and Serial ATA:
» IDE/ATA is a popular interface protocol standard used for connecting storage devices, such
as disk drives and CD-ROM drives.

A\

This protocol supports parallel transmission and therefore is also known as Parallel ATA
(PATA) or simply ATA.

IDE/ATA has a variety of standards and names.

The Ultra DMA/133 version of ATA supports a throughput of 133 MB per second.

In a master-slave configuration, an ATA interface supports two storage devices per connector.

YV V V V

If performance of the drive is important, sharing a port between two devices is not
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recommended.

» The serial version of this protocol is known as Serial ATA (SATA) and supports single bit
serial transmission.

» High performance and low cost SATA has replaced PATA in newer systems.

» SATA revision 3.0 provides a data transfer rate up to 6 Gb/s.

SCSI and Serial SCSI:

» SCSI has emerged as a preferred connectivity protocol in high-end computers.

» This protocol supports parallel transmission and offers improved performance, scalability,
and compatibility compared to ATA.
» The high cost associated with SCSI limits its popularity among home or personal desktop

USETrS.

» SCSI supports up to 16 devices on a single bus and provides data transfer rates up to 640
MB/s.

i (CjSﬁ a point-tagpoint serial protocol that provides an alternative to
A'Bewer version Csl ] LStﬁa .anCaOIol GI/S. l

Fibre Channel (FC):
» Fibre Channel is a widely used protocol for high-speed communication to the storage device.

» Fibre Channel interface provides gigabit network speed.
» It provides a serial data transmission that operates over copper wire and optical fiber.

» The latest version of the FC interface (16FC) allows transmission of data up to 16 Gb/s.

Internet Protocol (IP):

» |IP is a network protocol that has been traditionally used for host-to-host traffic.
» With the emergence of new technologies, an IP network has become a viable option for host-
to-storage communication.
» |IP offers several advantages:
v cost

V' maturity
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v" enables organizations to leverage their existing IP-based network.
» iSCSI and FCIP protocols are common examples that leverage IP for host-to-storage

communication.

1.9 Storage
» Storage is a core component in a data center.
» A storage device uses magnetic, optic, or solid state media.
» Disks, tapes, and diskettes use magnetic media,
» CD/DVD uses optical media.
» Removable Flash memory or Flash drives uses solid state media.

Tapes
» In the past, tapes were the most popular storage option for backups because of their low cost.

s limitatieas in terms off performance and management, as listed below:
i Mn elinearl IS ' length ofﬁaﬂarm:ieval of
data are equentiall itfin bNystakesise S s 10 actessithe data.

As a result, random data access is slow and time-consuming.

ii. In a shared computing environment, data stored on tape cannot be accessed by
multiple applications simultaneously, restricting its use to one application at a time.
iii.  On atape drive, the read/write head touches the tape surface, so the tape degrades or
wears out after repeated use.
iv.  The storage and retrieval requirements of data from the tape and the overhead
associated with managing the tape media are significant.
» Due to these limitations and availability of low-cost disk drives, tapes are no longer a

preferred choice as a backup destination for enterprise-class data centers.

Optical Disc Storage:

» Itis popular in small, single-user computing environments.
» Itis frequently used by individuals to store photos or as a backup medium on personal or

laptop computers.
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» Itisalso used as a distribution medium for small applications, such as games, or as a means to

transfer small amounts of data from one computer system to another.

» The capability to write once and read many (WORM) is one advantage of optical disc
storage. Eg: CD-ROM

» Collections of optical discs in an array, called a jukebox, are still used as a fixed-content
storage solution.

» Other forms of optical discs include CD-RW, Blu-ray disc, and other variations of DVD.

Disk Drives:
» Disk drives are the most popular storage medium used in modern computers for storing and
accessing data for performance-intensive, online applications.

» Disks support rapid access to random data locations.

A\

Disks have large capacity.

» Disk storage arrays are configured with multiple disks to provide increased capacity and

nha mange.
MIHPutse-com-
» These protacols aresimplemented e diskeater ontro
» Disk interface controllers were earlier implemented as separate cards, which were connected
to the motherboard.

» Modern disk interface controllers are integrated with the disk drives; therefore, disk drives are

known by the protocol interface they support, for example SATA disk, FC disk, etc.

Data Protection: RAID
» In 1987, Patterson, Gibson, and Katz at the University of California, Berkeley, published a

paper titled “A Case for Redundant Arrays of Inexpensive Disks (RAID).”

» RAID is the use of small-capacity, inexpensive disk drives as an alternative to large-
capacity drives common on mainframe computers.

» Later RAID has been redefined to refer to independent disks to reflect advances in the storage

technology.
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1.10 RAID Implementation Methods

» The two methods of RAID implementation are:
1. Hardware RAID.
2. Software RAID.

1.10.1 Hardware RAID

» In hardware RAID implementations, a specialized hardware controller is implemented either
on the host or on the array.

» Controller card RAID is a host-based hardware RAID implementation in which a
specialized RAID controller is installed in the host, and disk drives are connected to it.

» Manufacturers also integrate RAID controllers on motherboards.

> A host-based RAID controller is not an efficient solution in a data center environment with a

f.hosts
D contre ar );Is h re RAID. m
s as af inte et and disks. )

» It presents storage volumes to the host, and the host manages these volumes as physical

drives.
» The key functions of the RAID controllers are as follows:
v" Management and control of disk aggregations
v Translation of 1/0 requests between logical disks and physical disks
v’ Data regeneration in the event of disk failures

1.10.2 Software RAID

» Software RAID uses host-based software to provide RAID functions.
» Itis implemented at the operating-system level and does not use a dedicated hardware
controller to manage the RAID array.
» Advantages when compared to Hardware RAID:
v cost
v simplicity benefits
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» Limitations:
v" Performance: Software RAID affects overall system performance. This is due to
additional CPU cycles required to perform RAID calculations.
v Supported features: Software RAID does not support all RAID levels.
v Operating system compatibility: Software RAID is tied to the host operating system;
hence, upgrades to software RAID or to the operating system should be validated for

compatibility. This leads to inflexibility in the data-processing environment.

1.11 RAID Techniques

» There are three RAID techniques
1. striping

2. mirroring

MTUPulse.com

» Striping is a technique to spread data across multiple drives (more than one) to use the drives
in parallel.

» All the read-write heads work simultaneously, allowing more data to be processed in a shorter
time and increasing performance, compared to reading and writing from a single disk.

» Within each disk in a RAID set, a predefined number of contiguously addressable disk
blocks are defined as a strip.

» The set of aligned strips that spans across all the disks within the RAID set is called a stripe.

» Fig 1.11 shows physical and logical representations of a striped RAID set.
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» Strip size (also called stripe depth) describes the number of blocks in a strip and is the
maximum amount of data that can be written to or read from a single disk in the set.
» All strips in a stripe have the same number of blocks.
v Having a smaller strip size means that data is broken into smaller pieces while spread
across the disks.
» Stripe size is a multiple of strip size by the number of data disks in the RAID set.
v Eg: In a5 disk striped RAID set with a strip size of 64 KB, the stripe size is 320KB
(64KB x 5).
» Stripe width refers to the number of data strips in a stripe.

» Striped RAID does not provide any data protection unless parity or mirroring is used.
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1.11.2 Mirroring

» Mirroring is a technique whereby the same data is stored on two different disk drives,
yielding two copies of the data.

» If one disk drive failure occurs, the data is intact on the surviving disk drive (see Fig 1.12)
and the controller continues to service the host’s data requests from the surviving disk of a
mirrored pair.

» When the failed disk is replaced with a new disk, the controller copies the data from the
surviving disk of the mirrored pair.

» This activity is transparent to the host.

Mirroring

N

A A

g "_#"
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Fig 1.12: Mirrored disks in an array
» Advantages:
v complete data redundancy,
v mirroring enables fast recovery from disk failure.
v’ data protection
» Mirroring is not a substitute for data backup. Mirroring constantly captures changes in the
data, whereas a backup captures point-in-time images of the data.
» Disadvantages:

v Mirroring involves duplication of data — the amount of storage capacity needed is
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twice the amount of data being stored.

v' Expensive

1.11.3 Parity

» Parity is a method to protect striped data from disk drive failure without the cost of
mirroring.

» An additional disk drive is added to hold parity, a mathematical construct that allows re-
creation of the missing data.

» Parity is a redundancy technique that ensures protection of data without maintaining a full
set of duplicate data.

» Calculation of parity is a function of the RAID controller.

» Parity information can be stored on separate, dedicated disk drives or distributed across all the
drives in a RAID set.

» Fig 1.13 shows a parity RAID set.

i 3 2
I - - -
Data Disks Parity Disk

Fig 1.13: Parity RAID

» The first four disks, labeled “Data Disks,” contain the data. The fifth disk, labeled “Parity
Disk,” stores the parity information, which, in this case, is the sum of the elements in each
row.

» Now, if one of the data disks fails, the missing value can be calculated by subtracting the sum
of the rest of the elements from the parity value.

» Here, computation of parity is represented as an arithmetic sum of the data. However, parity
calculation is a bitwise XOR operation.
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XOR Operation:
» A bit-by-bit Exclusive -OR (XOR) operation takes two bit patterns of equal length and

performs the logical XOR operation on each pair of corresponding bits.

» The result in each position is 1 if the two bits are different, and 0 if they are the same.

» The truth table of the XOR operation is shown below (A and B denote inputs and C, the
output the XOR operation).
Table 1.1: Truth table for XOR Operation

A B C
0 0 0
0 1 1
1 0 1
1 1 0
> ta fronmA, C is lost, it can be reproduced by performing an XOR

con g alPthe da 15 , thevdata ¢an gg ed*by performing an

XOR between B and C.
» Advantages:
v' Compared to mirroring, parity implementation considerably reduces the cost
associated with data protection.
» Disadvantages:
v' Parity information is generated from data on the data disk. Therefore, parity is
recalculated every time there is a change in data.
v" This recalculation is time-consuming and affects the performance of the RAID array.
» For parity RAID, the stripe size calculation does not include the parity strip.
» Eg:inafive (4 + 1) disk parity RAID set with a strip size of 64 KB, the stripe size will be 256
KB (64 KB x 4).
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1.12 RAID Levels

» RAID Level selection is determined by below factors:
v Application performance
v’ data availability requirements
v’ cost
» RAID Levels are defined on the basis of:
v’ Striping
v Mirroring
v' Parity techniques
» Some RAID levels use a single technique whereas others use a combination of techniques.
» Table 1.2 shows the commonly used RAID levels
Table 1.2: RAID Levels

LEVELS BRIEF DESCRIPTION

RAID O Striped set with no fault tolerance

RAID 1 Disk mirroring

Mested Combinations of RAID levels. Example: RAID 1 + RAID 0

RAID 3 Striped set with parallel access and a dedicated parity disk

RAID 4 Striped set with independent disk access and a dedicated parity disk

RAID 5 Striped set with independent disk access and distributed parity

RAID & Striped set with independent disk access and dual distributed parity
1121 RAIDO

» RAID 0 configuration uses data striping techniques, where data is striped across all the disks
within a RAID set. Therefore it utilizes the full storage capacity of a RAID set.
» To read data, all the strips are put back together by the controller.

» Fig 1.14 shows RAID 0 in an array in which data is striped across five disks.
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Fig 1.14: RAID 0
» When the number of drives in the RAID set increases, performance improves because more

d.or written.simultaneously.

0 is/a goad option litatifhs se /0t )@ m
the cations requigéhi abikityedugingudkive esy RAID @ does not

provide data protection and availability.

» RAID 1 is based on the mirroring technique.

» In this RAID configuration, data is mirrored to provide fault tolerance (see Fig 1.15). A

» RAID 1 set consists of two disk drives and every write is written to both disks.

» The mirroring is transparent to the host.

» During disk failure, the impact on data recovery in RAID 1 is the least among all RAID
implementations. This is because the RAID controller uses the mirror drive for data recovery.

» RAID 1 is suitable for applications that require high availability and cost is no constraint.
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1.12.3 Nested RAID

» Most data centers require data redundancy and performance from their RAID arrays.

» RAID 1+0 and RAID 0+1 combine the performance benefits of RAID 0 with the redundancy

benefits of RAID 1.

» They use striping and mirroring techniques and combine their benefits.

» These types of RAID require an even number of disks, the minimum being four (see Fig
1.16).
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Mirroring

. RAID
Controller

Mirror Sat A Mirror Set B Mirror Sat C Stripa Set A Stripe SetB

(a) RAID 1+0 (b) RAID 0+1

Fig 1.16: Nested RAID
RAID 1+0:
» RAID 1+0 is also known as RAID 10 (Ten) or RAID 1/0.

forms well orkloads with small, random, write-intensive 1/Os.
tra jon rate Onli nsactien P ing (

v’ Large messaging installations

v’ Database applications with write intensive random access workloads
» RAID 1+0 is also called striped mirror.
» The basic element of RAID 1+0 is a mirrored pair, which means that data is first mirrored and
then both copies of the data are striped across multiple disk drive pairs in a RAID set.
» When replacing a failed drive, only the mirror is rebuilt. The disk array controller uses the

surviving drive in the mirrored pair for data recovery and continuous operation.

Working of RAID 1+0:
» Eg: consider an example of six disks forming a RAID 1+0 (RAID 1 first and then RAID 0)

set.

» These six disks are paired into three sets of two disks, where each set acts as a RAID 1 set

(mirrored pair of disks). Data is then striped across all the three mirrored sets to form RAID 0.
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» Following are the steps performed in RAID 1+0 (see Fig 1.16 [a]):
v Drives 1+2 = RAID 1 (Mirror Set A)
v Drives 3+4 = RAID 1 (Mirror Set B)
v Drives 5+6 = RAID 1 (Mirror Set C)
» Now, RAID 0 striping is performed across sets A through C.
» In this configuration, if drive 5 fails, then the mirror set C alone is affected. It still has drive 6
and continues to function and the entire RAID 1+0 array also keeps functioning.
» Now, suppose drive 3 fails while drive 5 was being replaced. In this case the array still
continues to function because drive 3 is in a different mirror set.
» So, in this configuration, up to three drives can fail without affecting the array, as long as they
are all in different mirror sets.
» RAID 0+1 is also called a mirrored stripe.

» The basic element of RAID 0+1 is a stripe. This means that the process of striping data across

initially, and thef the entire stripe is mirrored.
configuration i onpe whl gneipe is@eO m
king of RAI : [
» Eg: Consider the same example of six disks forming a RAID 0+1 (that is, RAID 0 first and

then RAID 1).

» Here, six disks are paired into two sets of three disks each.

» Each of these sets, in turn, act as a RAID 0 set that contains three disks and then these two
sets are mirrored to form RAID 1.
» Following are the steps performed in RAID 0+1 (see Fig 1.16 [b]):
v Drives 1 +2 + 3 =RAID 0 (Stripe Set A)
v Drives 4 +5 + 6 = RAID 0 (Stripe Set B)

» These two stripe sets are mirrored.

A\

If one of the drives, say drive 3, fails, the entire stripe set A fails.

» Arebuild operation copies the entire stripe, copying the data from each disk in the healthy
stripe to an equivalent disk in the failed stripe.

» This causes increased and unnecessary 1/O load on the surviving disks and makes the RAID

set more vulnerable to a second disk failure.
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1124 RAID 3
» RAID 3 stripes data for high performance and uses parity for improved fault tolerance.

» Parity information is stored on a dedicated drive so that data can be reconstructed if a drive
fails. For example, of five disks, four are used for data and one is used for parity.

» RAID 3 always reads and writes complete stripes of data across all disks, as the drives operate
in parallel. There are no partial writes that update one out of many strips in a stripe.

» RAID 3 provides good bandwidth for the transfer of large volumes of data. RAID 3 is used in
applications that involve large sequential data access, such as video streaming.

» Fig 1.17 shows the RAID 3 implementation

Data from host

Fig 1.17: RAID 3

1125 RAID 4

» RAID 4 stripes data for high performance and uses parity for improved fault tolerance. Data

is striped across all disks except the parity disk in the array.
» Parity information is stored on a dedicated disk so that the data can be rebuilt if a drive fails.

Striping is done at the block level.
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>

Unlike RAID 3, data disks in RAID 4 can be accessed independently so that specific data
elements can be read or written on single disk without read or write of an entire stripe. RAID
4 provides good read throughput and reasonable write throughput.

1126 RAIDS

>
>

RAID 5 is a versatile RAID implementation.

It is similar to RAID 4 because it uses striping. The drives (strips) are also independently
accessible.

The difference between RAID 4 and RAID 5 is the parity location. In RAID 4, parity is
written to a dedicated drive, creating a write bottleneck for the parity disk

In RAID 5, parity is distributed across all disks. The distribution of parity in RAID 5
overcomes the Write bottleneck. Below Figure illustrates the RAID 5 implementation.

Fig 1.18 illustrates the RAID 5 implementation.

RAID 5 is good for random, read-intensive 1/O applications and preferred for messaging, data

mining, medium-performance media serving, and relational database’ management system
RDWIsinentiioHWhich datlbase administrators (DBAs) optimize data access.

Data from host

B n0om

»

Fig 1.18: RAID5
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1.12.7RAID 6
» RAID 6 includes a second parity element to enable survival in the event of the failure of two

disks in a RAID group. Therefore, a RAID 6 implementation requires at least four disks.

» RAID 6 distributes the parity across all the disks. The write penalty in RAID 6 is more than
that in RAID 5; therefore, RAID 5 writes perform better than RAID 6. The rebuild operation
in RAID 6 may take longer than that in RAID 5 due to the presence of two parity sets.

» Fig 1.19 illustrates the RAID 6 implementation
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Fig 1.19: RAID 6

1.13 RAID Impact on Disk Performance

» When choosing a RAID type, it is imperative to consider its impact on disk performance and
application IOPS.

» In both mirrored (RAID 1) and parity RAID (RAID 5) configurations, every write operation
translates into more 1/0O overhead for the disks which is referred to as write penalty.

> In a RAID 1 implementation, every write operation must be performed on two disks
configured as a mirrored pair. The write penalty is 2.

» In a RAID 5 implementation, a write operation may manifest as four 1/O operations. When
performing small I/Os to a disk configured with RAID 5, the controller has to read, calculate,
and write a parity segment for every data write operation.

» Fig 1.20 illustrates a single write operation on RAID 5 that contains a group of five disks.
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Fig 1.20: Write Penalty in RAID 5

» Four of these disks are used for data and one is used for parity.

The parity (Ep) at the controller is calculated as follows:

\VIUPutse.com..

parity (Ep old) and the old data (E4 old) from the disk, which means two read 1/Os.
» The new parity (Ep new) is computed as follows:

Epnew = E,old - E,old + E;new (XOR operations)
» After computing the new parity, the controller completes the write 1/0 by doing two write

I/Os for the new data and the new parity onto the disks..

» Therefore, the controller performs two disk reads and two disk writes for every write
operation, and the write penalty is 4.

» In RAID 6, which maintains dual parity, a disk write requires three read operations: two
parity and one data.

» After calculating both new parities, the controller performs three write operations: two
parity and an 1/0.

» Therefore, in a RAID 6 implementation, the controller performs six 1/0 operations for
each write 1/O, and the write penalty is 6.
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1.14 Components of an Intelligent Storage System

» Intelligent Storage Systems are feature-rich RAID arrays that provide highly optimized

I/0O processing capabilities.

» These storage systems are configured with a large amount of memory (called cache) and
multiple 1/0 paths and use sophisticated algorithms to meet the requirements of
performance-sensitive applications.

» An intelligent storage system consists of four key components (Refer Fig 1.21):

v" Front End

v Cache

v Back end

v' Physical disks.

» An /O request received from the host at the front-end port is processed through cache and
the back end, to enable storage and retrieval of data from the physical disk.

» A read request can be serviced directly from cache if the requested data is found in cache.

» In modern intelligent storage systems, front end, cache, and back end are typically

integrated on a single board (referred to_as a storage processor or storage controller).
N fegpmp 5 i

Intelligent Storage System
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Fig 1.21 Components of an Intelligent Storage System

1.14.1 Front End
» The front end provides the interface between the storage system and the host.

» It consists of two components:
i.  Front-End Ports

ii.  Front-End Controllers.
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» A front end has redundant controllers for high availability, and each controller contains

multiple front-end ports that enable large numbers of hosts to connect to the intelligent
storage system.

» Each front-end controller has processing logic that executes the appropriate transport
protocol, such as Fibre Channel, iSCSI, FICON, or FCoE for storage connections.

» Front-end controllers route data to and from cache via the internal data bus.

» When the cache receives the write data, the controller sends an acknowledgment message
back to the host.

1,142 Cache
» Cache is semiconductor memory where data is placed temporarily to reduce the time

required to service 1/0 requests from the host.

» Cache improves storage system performance by isolating hosts from the mechanical
delays associated with rotating disks or hard disk drives (HDD).

» Rotating disks are the slowest component of an intelligent storage system. Data access on

rotating disks usually takes several millisecond because of seek time and rotational

latency.
> essing data fro 5 sles han s{onl. I
cedinc

» On intelligent arrays, write data is first pla ache and then written to disk.

Structure Of Cache

» Cache is organized into pages, which is the smallest unit of cache allocation. The size of a
cache page is configured according to the application /O size.

» Cache consists of the data store and tag RAM.

» The data store holds the data whereas the tag RAM tracks the location of the data in the
data store (see Fig 1.22) and in the disk.

» Entries in tag RAM indicate where data is found in cache and where the data belongs on
the disk.

» Tag RAM includes a dirty bit flag, which indicates whether the data in cache has been
committed to the disk.

» It also contains time-based information, such as the time of last access, which is used to

identify cached information that has not been accessed for a long period and may be freed
up.
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Fig 1.22: Structure of cache

Read Operation with Cache
» When a host issues a read request, the storage controller reads the tag RAM to determine

whether the required data is available in cache.

» If the requested data is found in the cache, it is called a read cache hit or read hit and
data is sent directly to the host, without any disk operation (see Fig 1.23[a]).This provides
a fast response time to the host (about a millisecond).

» If the requested data is not found in cache, it is called a cache miss and the data must be

read/fro e di elbackiend cantr@ller accesses the appropriate disk retrieves the
ested! dat isithen placed in agaéfinall sent w 2 host ithraugh the
e

front- end controller.
» Cache misses increase 1/0 response time.

» A Pre-fetch, or Read-ahead, algorithm is used when read requests are sequential. In a
sequential read request, a contiguous set of associated blocks is retrieved. Several other
blocks that have not yet been requested by the host can be read from the disk and placed
into cache in advance. When the host subsequently requests these blocks, the read
operations will be read hits.

» This process significantly improves the response time experienced by the host.

A\

The intelligent storage system offers fixed and variable prefetch sizes.
» In fixed pre-fetch, the intelligent storage system pre-fetches a fixed amount of data. It is
most suitable when 1/O sizes are uniform.
> Invariable pre-fetch, the storage system pre-fetches an amount of data in multiples of the size
of the host request.
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Write Operation with Cache

>

Write operations with cache provide performance advantages over writing directly to
disks.

When an 1/O is written to cache and acknowledged, it is completed in far less time (from
the host’s perspective) than it would take to write directly to disk.

Sequential writes also offer opportunities for optimization because many smaller writes
can be coalesced for larger transfers to disk drives with the use of cache.

A write operation with cache is implemented in the following ways:

Write-back cache: Data is placed in cache and an acknowledgment is sent to the host
immediately. Later, data from several writes are committed to the disk. Write response
times are much faster, as the write operations are isolated from the mechanical delays of
the disk. However, uncommitted data is at risk of loss in the event of cache failures.
Write-through cache: Data is placed in the cache and immediately written to the disk,

and an acknowledgment is sent to the host. Because data is committed to disk as it arrives,
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the risks of data loss are low but write response time is longer because of the disk
operations.

Cache can be bypassed under certain conditions, such as large size write 1/0.

In this implementation, if the size of an I/O request exceeds the predefined size, called
write aside size, writes are sent to the disk directly to reduce the impact of large writes
consuming a large cache space.

This is useful in an environment where cache resources are constrained and cache is

required for small random 1/Os.

Cache Implementation

>
>

>
>

Cache can be implemented as either dedicated cache or global cache.

With dedicated cache, separate sets of memory locations are reserved for reads and
writes.

In global cache, both reads and writes can use any of the available memory addresses.
Cache management is more efficient in a global cache implementation because only one

global set of addresses has to be manag

» \\Glabal cache allowsfus pecifyathelp t f cac i 0
tes foF|cac gement. u °

Cache Management

>
>

Cache is a finite and expensive resource that needs proper management.
Even though modern intelligent storage systems come with a large amount of cache, when
all cache pages are filled, some pages have to be freed up to accommodate new data and
avoid performance degradation.
Various cache management algorithms are implemented in intelligent storage systems to
proactively maintain a set of free pages and a list of pages that can be potentially freed up
whenever required.
The most commonly used algorithms are listed below:
v’ Least Recently Used (LRU): An algorithm that continuously monitors data access
in cache and identifies the cache pages that have not been accessed for a long time.
LRU either frees up these pages or marks them for reuse. This algorithm is based
on the assumption that data which hasn’t been accessed for a while will not be

requested by the host.
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v" Most Recently Used (MRU): In MRU, the pages that have been accessed most

recently are freed up or marked for reuse. This algorithm is based on the

assumption that recently accessed data may not be required for a while

» As cache fills, the storage system must take action to flush dirty pages (data written into
the cache but not yet written to the disk) to manage space availability.

» Flushing is the process that commits data from cache to the disk.

» On the basis of the I/O access rate and pattern, high and low levels called watermarks are
set in cache to manage the flushing process.

» High watermark (HWM) is the cache utilization level at which the storage system starts
high-speed flushing of cache data.

» Low watermark (LWM) is the point at which the storage system stops flushing data to
the disks.

» The cache utilization level, as shown in Fig 1.24, drives the mode of flushing to be used:
v Idle flushing: Occurs continuously, at a modest rate, when the cache utilization
level is between the high and low watermark.
v' High watermark flushing: Activated when cache utilization hits the high
termark. The gemsys te e additiona urMshing.
is type offlushing hui Sﬁro‘eﬁ D

v Forced flushing: Occurs in the event of a large 1/0 burst when cache reaches 100

percent of its capacity, which significantly affects the 1/0O response time. In forced

flushing, system flushes the cache on priority by allocating more resources.
wllely

by
Gl

Idle flushing High watermark Forced flushing
flushing

Fig 1.24 : Types of flushing

Cache Data Protection
» Cache is volatile memory, so a power failure or any kind of cache failure will cause loss of
the data that is not yet committed to the disk.
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» This risk of losing uncommitted data held in cache can be mitigated using

I.  cache mirroring
ii.  cache vaulting
» Cache mirroring

v" Each write to cache is held in two different memory locations on two independent
memory cards. In the event of a cache failure, the write data will still be safe in the
mirrored location and can be committed to the disk.

v" Reads are staged from the disk to the cache, therefore, in the event of a cache
failure, the data can still be accessed from the disk.

v In cache mirroring approaches, the problem of maintaining cache coherency is
introduced.

v’ Cache coherency means that data in two different cache locations must be identical
at all times. It is the responsibility of the array operating environment to ensure
coherency.

» Cache vaulting

v The risk of data loss due to powegr failure can be addressed in various ways:

with
it

= [powefing @ or tt til th p is
WSS G T

v"If an extended power failure occurs, using batteries is not a viable option.

v This is because in intelligent storage systems, large amounts of data might need to
be committed to numerous disks, and batteries might not provide power for
sufficient time to write each piece of data to its intended disk.

v’ Storage vendors use a set of physical disks to dump the contents of cache during
power failure. This is called cache vaulting and the disks are called vault drives.

v" When power is restored, data from these disks is written back to write cache and
then written to the intended disks.

1.14.3 Back End
» The back end provides an interface between cache and the physical disks.
» It consists of two components:
i.  Back-end ports
ii.  Back-end controllers.
» The back end controls data transfers between cache and the physical disks.

> From cache, data is sent to the back end and then routed to the destination disk.
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» Physical disks are connected to ports on the back end.

» The back end controller communicates with the disks when performing reads and writes
and also provides additional, but limited, temporary data storage.

» The algorithms implemented on back-end controllers provide error detection and
correction, and also RAID functionality.

» For high data protection and high availability, storage systems are configured with dual
controllers with multiple ports.

1.14.4 Physical Disk

» A physical disk stores data persistently.

» Physical disks are connected to the back-end storage controller and provide persistent data
storage.

» Modern intelligent storage systems provide support to a variety of disk drives with
different speeds and types, such as FC, SATA, SAS, and flash drives.

» They also support the use of a mix of flash, FC, or SATA within the same array.

2. Midrange storage systems

» High-end storage systems have been implemented with active-active configuration,
whereas midrange storage systems have been implemented with active-passive
configuration.

» The distinctions between these two implementations are becoming increasingly
insignificant.

1.15.1 High-end Storage Systems

» High-end storage systems, referred to as active-active arrays, are generally aimed at large
enterprises for centralizing corporate data. These arrays are designed with a large number
of controllers and cache memory.

» An active-active array implies that the host can perform 1/Os to its LUNSs across any of the

available paths (see Fig 1.25).
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Fig 1.25 : Active-active configuration

Advantages of High-end storage:
» Large storage capacity
» Large amounts of cache to service host 1/0s optimally
» Fault tolerance architecture to improve data availability

t@ mainfra mputers afid open systems hosts Availability of multiple
y of le back-e re | ORSCSPR 0 ersito manage disk

» Scalability to support increased connectivity, performance, and storage

processing

» capacity requirements
» Ability to handle large amounts of concurrent 1/0Os from a number of servers and
applications

» Support for array-based local and remote replication

1.15.2 Midrange Storage System
» Midrange storage systems are also referred to as Active-Passive Arrays and they are best

suited for small- and medium-sized enterprises.

» They also provide optimal storage solutions at a lower cost.

» In an active-passive array, a host can perform 1/Os to a LUN only through the paths to the
owning controller of that LUN. These paths are called Active Paths. The other paths are
passive with respect to this LUN.
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Fig 1.26 : Active-passive configuration

» As shown in Fig 1.26, the host can perform reads or writes to the LUN only through
the path to controller A, as controller A is the owner of that LUN.

» The path to controller B remains Passive and no 1/O activity is performed through this
path.

M age $yst e typically designed with two controllers, each of which
taing hostinterfac htjD OSIEG dis drivcm
> "Midrange ar are “design edt=the ir&neCo all *and®” medium
enterprise applications; therefore, they host less storage capacity and cache than high-
end storage arrays.

» There are also fewer front-end ports for connection to hosts.

» But they ensure high redundancy and high performance for applications with
predictable workloads.

» They also support array-based local and remote replication.

1.16 Virtual Storage Provisioning

» Virtual provisioning enables creating and presenting a LUN with more capacity than
is physically allocated to it on the storage array.

» The LUN created using virtual provisioning is called a thin LUN to distinguish it
from the traditional LUN.

> Thin LUNSs do not require physical storage to be completely allocated to them at the
time they are created and presented to a host.

> Physical storage is allocated to the host “on-demand” from a shared pool of physical
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capacity.

» A shared pool consists of physical disks.

» A shared pool in virtual provisioning is analogous to a RAID group, which is a
collection of drives on which LUNSs are created.

» Similar to a RAID group, a shared pool supports a single RAID protection level.
However, unlike a RAID group, a shared pool might contain large numbers of drives.

» Shared pools can be homogeneous (containing a single drive type) or heterogeneous
(containing mixed drive types, such as flash, FC, SAS, and SATA drives).

» Virtual provisioning enables more efficient allocation of storage to hosts.

» Virtual provisioning also enables oversubscription, where more capacity is presented
to the hosts than is actually available on the storage array.

» Both shared pool and thin LUN can be expanded non-disruptively as the storage
requirements of the hosts grow.

» Multiple shared pools can be created within a storage array, and a shared pool may be
shared by multiple thin LUNSs.

» Fig 1.27 illustrates the provisioning of thin LUNSs.
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Shared Storage Pool (Thin Pool)
Fig 1.27: Virtual Provisioning
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Comparison between Virtual and Traditional Storage Provisioning

» Virtual provisioning improves storage capacity utilization and simplifies storage

management.

» Figure 1.28 shows an example, comparing virtual provisioning with traditional

storage provisioning.
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hosts (see Fig 1.28 [a]). The total storage capacity of the storage system is 2 TB.

The allocated capacity of LUN 1 is 500 GB, of which only 100 GB is consumed, and
the remaining 400 GB is unused. The size of LUN 2 is 550 GB, of which 50 GB is
consumed, and 500 GB is unused. The size of LUN 3 is 800 GB, of which 200 GB is
consumed, and 600 GB is unused.

In total, the storage system has 350 GB of data, 1.5 TB of allocated but unused
capacity, and only 150 GB of remaining capacity available for other applications.

Now consider the same 2 TB storage system with virtual provisioning (see Fig 1.28
[bD).

Here, three thin LUNs of the same sizes are created. However, there is no allocated
unused capacity.

In total, the storage system with virtual provisioning has the same 350 GB of
data, but 1.65 TB of capacity is available for other applications, whereas only 150
GB is available in traditional storage provisioning.
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MODULE-2
STORAGE NETWORKING TECHNOLOGIES AND VIRTUALIZATION

SAN is a high-speed dedicated network of servers and shared storage. Commom SAN
deployments are:

v FC SAN

v IP SAN

2.1 Fibre Channel: Overview

» The FC architecture forms the fundamental construct of the SAN infrastructure.
> Fibre Channel is a high-speed network technology that runs on high-speed optical fiber
cables (preferred for front-end SAN connectivity) and serial copper cables (preferred for

back-end disk connectivity).

» The FC technology was created to meet the demand for increased speeds of data transfer

among computers, servers, and mass storage subsystems.

2.2 Components of SAN

» Components of FC SAN infrastructure are:

1) Node Ports,

2) Cabling,

3) Connectors,

4) Interconnecting Devices (Such As Fc Switches Or Hubs),

5 San Management Software.

Node Ports

> In fibre channel, devices such as hosts, storage and tape libraries are all referred to as
Nodes.

» Each node is a source or destination_of information for one or more nodes.

» Each node requires one or more ports to provide a physical interface for communicating
with other nodes.

» A port operates in full-duplex data transmission mode with a transmit (Tx) link and a

Prof. Madhuri M, Dept of ISE, SVIT Page 1
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receive (Rx) link (see Fig 2.1).

Node

Fig 2.1: Nodes, Ports, links

Cabling
» SAN implementations use optical fiber cabling.

» Copper can be used for shorter distances for back-end connectivity

» Optical fiber cables carry data in the form of light.

» There are two types of optical cables :Multi-Mode And Single-Mode.

1) Multi-mode fiber (MMF) cable carries multiple beams of light projected at different angles
simultaneously onto the core of the cable (see Fig 2.2 (a)).

» In an MMF transmission, multiple light beams traveling inside the cable tend to
disperse and collide. This collision weakens the signal strength after it travels a
certain distance — a process known as modal dispersion.

» MMFs are generally used within data centers for shorter distance runs

2) Single-mode fiber (SMF) carries a single ray of light projected at the center of the core (see
Fig 2.2 (b)).

» In an SMF transmission, a single light beam travels in a straight line through the core
of the fiber.

» The small core and the single light wave limits modal dispersion. Among all types of
fibre cables, single-mode provides minimum signal attenuation over maximum
distance (up to 10 km).

» A single-mode cable is used for long-distance cable runs, limited only by the power
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of the laser at the transmitter and sensitivity of the receiver.

» SMFs are used for longer distances.

Clld.ﬂm Core
Light In II.“ \ ¢ I," \
o |
LT ; il
Light In st >
(a) Multi-mode fiber { | | |
— \ v
(b) Single Hode Fiber

Fig 2.2: Multimode fiber and single-mode fiber

Connectors

» They are attached at the end of the cable to enable swift connection and disconnection of the

cable to and from a port.

» A Standard connector (SC) (see Fig 2.3 (a)) and a Lucent connector (LC) (see Fig 2.3 (b))
are two commonly used connectors for fiber optic cables.

» An SC is used for data transmission speeds up to 1 Gb/s, whereas an LC is used for speeds up
to 4 Gbfs.

» Figure 2.3 depicts a Lucent connector and a Standard connector.

» A Straight Tip (ST) is a fiber optic connector with a plug and a socket that is locked with a
half-twisted bayonet lock (see Fig 2.3 (c)).

11111115

]

(a) Standard Connector (b) Lucent connector

(c) Straight Tip Connector

Fig 2.3: SC,LC, and ST connectors
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Interconnect Devices

The commonly used interconnecting devices in SAN are

>

1) Hubs,
2) Switches,
3) Directors
Hubs are used as communication devices in FC-AL implementations. Hubs physically
connect nodes in a logical loop or a physical star topology.
All the nodes must share the bandwidth because data travels through all the connection
points. Because of availability of low cost and high performance switches, hubs are no
longer used in SANSs.
Switches are more intelligent than hubs and directly route data from one physical
port to another. Therefore, nodes do not share the bandwidth. Instead, each node has a
dedicated communication path, resulting in bandwidth aggregation.
Switches are available with:

v Fixed port count

v Modular design : port count is increased by installing additional port cards to

open slots.
Directors are larger than switches and are deployed for data center implementations.

The function of directors is similar to that of FC switches, but directors have higher

port count and fault tolerance capabilities.

Port card or blade has multiple ports for connecting nodes and other FC switches

SAN Management Software

» SAN management software manages the interfaces between hosts, interconnect devices,

and storage arrays.

» The software provides a view of the SAN environment and enables management of

various resources from one central console.
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> It provides key management functions, including mapping of storage devices, switches,

and servers, monitoring and generating alerts for discovered devices, and logical

partitioning of the SAN, called zoning

2.3 FC Connectivity

The FC architecture supports three basic interconnectivity options:

1) Point-To-point,
2) Arbitrated Loop (Fc-AL),
3) FC Switched Fabric
Point-to-Point
» Point-to-point is the simplest FC configuration — two devices are connected directly to

each other, as shown in Fig 2.4.

» This configuration provides a dedicated connection for data transmission between nodes.

» The point-to-point configuration offers limited connectivity, as only two devices can
communicate with each other at a given time.

> It cannot be scaled to accommodate a large number of network devices. Standard DAS uses

point to- point connectivity.

[ Hypervisor )

Server

Server

Storage Array

Fig 2.4: Point-to-point connectivity
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Fibre Channel Arbitrated Loop

> Inthe FC-AL configuration, devices are attached to a shared loop, as shown in Fig 2.5.

» FC-AL has the characteristics of a token ring topology and a physical star topology.

> In FC-AL, each device contends with other devices to perform I/O operations. Devices on
the loop must “arbitrate” to gain control of the loop.

» Atany given time, only one device can perform 1/0O operations on the loop.

» FC-AL implementations may also use hubs whereby the arbitrated loop is physically

connected in a star topology.

The FC-AL configuration has the following limitations in terms of scalability:
» FC-AL shares the bandwidth in the loop.
» Only one device can perform 1/0 operations at a time. Because each device in a loop
has to wait for its turn to process an I/O request, the speed of data transmission is

low in an FC-AL topology.

» FC-AL uses 8-bit addressing. It can support up to 127 devices on a loop.

» Adding or removing a device results in loop re-initialization, which can

cause a momentary pause in loop traffic.

Servers

ITlLI ITII

Storage Array

Fig 2.5: Fibre Channel Arbitrated Loop
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Fibre Channel Switched Fabric(FC-SW)

»  FC-SW provides dedicated data path and scalability.

» The addition and removal of a device doesnot affect the on-going traffic between other
devices.

» FC-SW is referred to as Fabric connect.

» A Fabric is a logical space in which all nodes communicate with one another in a network.
This virtual space can be created with a switch or a network of switches.

»  Each switch in a fabric contains a a unique domain identifi er, which is part of the fabric’s
addressing scheme.

» Inaswitched fabric, the link between any two switches is called an Interswitch link (ISL).

» ISLs enable switches to be connected together to form a single, larger fabric.

» ISLs are used to transfer host-to-storage data and fabric management traffic from one switch to
another.

» By using ISLs, a switched fabric can be expanded to connect a large number of nodes.

Saervers

als

[ Hypervisor |

Sarver

FC Switch FC Switch
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. e - - — Storage Array
o ook — — Iﬁﬂ_mm m|
Bl nterswitch Lin

o

Server

e

Storage Array

Fig 2.6: Fibre Channel switched Fabric
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» A Fabric may contain tiers.
» The number of tiers in a fabric is based on the number of switches between two points that

are farthest from each other

FC Switch  FC Switch FC Switch  FCSwitch  FC Switch
— — el — — .
nnr Ll muni 1L kil Tlﬂr 1
Tier 2
FC Director e Director
——t| — —=

ﬁ-n_ﬁl T m m Tierd

FCSwitch  FCSwitch FC Switch

Two-tier Three-ter

Fig 2.7: Tiered structure of Fibre Channel switched Fabric
FC-SW Transmission

» FC-SW uses switches that can switch data traffi ¢ between nodes directly through switch
ports.
> Frames are routed between source and destination by the fabric.

Node A want to communicate with Node B

@ High priority initiator, Node A inserts the ARB frame in the loop.
@ ARB frame is passed to the next node (Node D) in the loop.

@ Node D receives high priority ARB, therefore remains idle.

@ ARB is forwarded to next node (Node C) in the loop.

@ Node C receives high priority ARB, therefore remains idle.

@ ARB is forwarded to next node (Node B) in the loop.

@ Node B receives high priority ARB, therefore remains idle and
ARB is forwarded to next node (Node A) in the loop.

@ Node A receives ARB back; now it gains control of the loop and can start communicating with target Node B.
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HMode A Hode D
=
Transmit Receive
Port #1 pm] Port | ~ Port #2
Recaive Transmit
Mode B Mode C
Transmit Recaive
Port #4 T Port |F*1:rr't‘ Port #3
Recaive Transmit
FC Switch

Fig 2.8: Data transmission in fibre channel switched fabric

2.4 Fibre Channel Architecture

>
>

Connections in a SAN are accomplished using FC.
Fibre Channel Protocol (FCP) is the implementation of serial SCSI-3 over an FC
network. In the FCP architecture, all external and remote storage devices attached to the
SAN appear as local devices to the host operating system.
The key advantages of FCP are as follows:

» Sustained transmission bandwidth over long distances.

» Support for a larger number of addressable devices over a network.

» Theoretically, FC can support over 15 million device addresses on a network.

> Exhibits the characteristics of channel transport and provides speeds up to 8.5

Gb/s (8 GFC).

Fibre Channel Protocol Stack

>

>

It is easier to understand a communication protocol by viewing it as a structure of
independent layers.

FCP defines the communication protocol in five layers:FC-0 through FC-4 (except FC-3
layer, which is not implemented).

In a layered communication model, the peer layers on each node talk to each other
through defined protocols.

Fig 2.9 illustrates the fibre channel protocol stack.
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Application
FC-4  SCSI HIPPI  ESCON ATM 1P
FC-2 Framing/Flow Control
FC-1 Encode/Decode
FC-0 1Gb/s 2Gb/s 4Gb/s 8 Gb/s

------------------------------------------------------------------------------

Fig 2.9: Fibre Channel Protocol Stack

» FC-4 Upper Layer Protocol
v FC-4 is the uppermost layer in the FCP stack.
v This layer defines the application interfaces and the way Upper Layer Protocols
(ULPs) are mapped to the lower FC layers.
v' The FC standard defines several protocols that can operate on the FC-4 layer (see
Fig 2.9). Some of the protocols include SCSI, HIPPI Framing Protocol, Enterprise
Storage Connectivity (ESCON), ATM, and IP.
» FC-2 Transport Layer
v' The FC-2 is the transport layer that contains the payload, addresses of the source
and destination ports, and link control information.
v The FC-2 layer provides Fibre Channel addressing, structure, and organization
of data (frames,sequences, and exchanges). It also defines fabric services,

classes of service,flow control, and routing.

» FC-1 Transmission Protocol
v’ This layer defines the transmission protocol that includes serial encoding and
decoding rules, special characters used, and error control.
v At the transmitter node, an 8-bit character is encoded into a 10-bit transmissions

character.
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>

v" This character is then transmitted to the receiver node.

v' At the receiver node, the 10-bit character is passed to the FC-1 layer, which
decodes the 10-bit character into the original 8-bit character.

FC-0 Physical Interface

v' FC-0 is the lowest layer in the FCP stack.

v This layer defines the physical interface, media, and transmission of raw bits.

v' The FC-0 specification includes cables, connectors, and optical and electrical
parameters for a variety of data rates.

v The FC transmission can use both electrical and optical media.

2.5 Fibre Channel Addressing

>

>

An FC address is dynamically assigned when a port logs on to the fabric.

The FC address has a distinct format, as shown in Fig 2.10. The addressing mechanism
provided here corresponds to the fabric with the switch as an interconnecting device.

The first field of the FC address contains the domain ID of the switch (see Fig 2.10).

A domain ID is a unique number provided to each switch in the fabric.

This is an 8-bit field, there are only 239 available addresses for domain ID because some
addresses are deemed special and reserved for fabric management services.

For example, FFFFFC is reserved for the name server, and FFFFFE is reserved for the
fabric login service.

The area ID is used to identify a group of switch ports used for connecting nodes. An
example of a group of ports with a common area ID is a port card on the switch.

The last field, the port ID, identifies the port within the group.

The maximum possible number of node ports in a switched fabric is calculated as:

239 domains ¥ 256 areas ¥ 256 ports = 15,663,104

XY | R | Bi| B0 | A% | I8 | AT B8 |15 | L4 (13 | AX |30 (D | @ ] ¥ & k] - : | i L]
'l '

Domsn I8 Ares D Por ID

Fig 2.10 24-bit FC address of N_port
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2.6 Zoning

>

Zoning is an FC switch function that enables nodes within the fabric to be logically
segmented into groups that can communicate with each other (see Fig 2.11).

Whenever a change takes place in the name server database, the fabric controller sends a
Registered State Change Notifi cation (RSCN) to all the nodes impacted by the change.

If zoning is not configured, the fabric controller sends an RSCN to all the nodes in the
fabric. Involving the nodes that are not impacted by the change results in increased fabric-

management traffic.

Zoning helps to limit the number of RSCNs in a fabric. In the presence of zoning, a fabric

sends the RSCN to only those nodes in a zone where the change has occurred.

Servers

e i 3 " &, Storage Array

Fig 2.11 Zoning

Multiple zone sets may be defined in a fabric, but only one zone set can be active at a
time.
A zone set is a set of zones and a zone is a set of members.

A member may be in multiple zones. Members, zones, and zone sets form the hierarchy
defined in the zoning process (see Fig 2.12).

Members are nodes within the SAN that can be included in a zone.

Zones comprise a set of members that have access to one another. A port or a node can be
a member of multiple zones.

Zone sets comprise a group of zones that can be activated or deactivated as a single entity

in a fabric. Only one zone set per fabric can be active at a time.
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» Zone sets are also referred to as zone configurations.

Zone scts
: Zone set

(Library)

Zone Zone

N T\

Member Member Member Member Member

20ne
(Libeary)

Member
WWN's

Fig 2.12: Members,Zones, and Zone sets

Types of Zoning
Zoning can be categorized into three types:
1) Port zoning
2) WWN zoning
3) Mixed zoning
Port zoning:
» ltuses the FC addresses of the physical ports to define zones.
» In port zoning, access to data is determined by the physical switch port to which a node is

connected.
» The FC address is dynamically assigned when the port logs on to the fabric. Therefore,

any change in the fabric configuration affects zoning.

» Port zoning is also called hard zoning.
» Although this method is secure, it requires updating of zoning configuration information

in the event of fabric reconfiguration.
WWN zoning:
» It uses World Wide Names to define zones.
» WWN zoning is also referred to as soft zoning.
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» A major advantage of WWN zoning is its flexibility.
» It allows the SAN to be recabled without reconfiguring the zone information. This is

possible because the WWN is static to the node port.

Mixed zoning:
» It combines the qualities of both WWN zoning and port zoning.
» Using mixed zoning enables a specific port to be tied to the WWN of a node.

Servers Switch Domain ID = 15

Port 5

‘ Zone 1 (WWN Zone) = 10:00:00:00:C9:20:DC:82 ; 50:06:04:82:E8:91:2B:9E
. Zone 2 (Port Zone) = 15,5 ; 15,7
VNN 10:00:00:00:C3:20:0C:82 - Zone 3 (Mixed Zone) = 10:00:00:00:C9:20:DC:56 ; 15,12

Fig 2.14: Types of Zoning

» Zoning is used in conjunction with LUN masking for controlling server access to
storage. However, these are two different activities. Zoning takes place at the fabric

level and LUN masking is done at the array level.
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2.7 FC Topologies

> Fabric design follows standard topologies to connect devices. There are two types of

topologies.

» Mesh Topology
» Core-Edge Fabric

Mesh Topology

> In amesh topology, each switch is directly connected to other switches by using ISLs.

» This topology promotes enhanced connectivity within the SAN.

» When the number of ports on a network increases, the number of nodes that can
participate and communicate also increases.

» A mesh topology may be one of the two types: full mesh or partial mesh.
> Inafull mesh, every switch is connected to every other switch in the topology.

> Full mesh topology may be appropriate when the number of switches involved is small.
A typical deployment would involve up to four switches or directors, with each of them
servicing highly localized host-to-storage traffic. In a full mesh topology, a maximum of
one ISL or hop is required for host-to-storage traffic.

» In a partial mesh topology, several hops or ISLs may be required for the traffic to reach
its destination. Hosts and storage can be located anywhere in the fabric, and storage can
be localized to a director or a switch in both mesh topologies. A full mesh topology with
a symmetric design results in an even number of switches, whereas a partial mesh has an
asymmetric design and may result in an odd number of switches. Fig 2.15 depicts both a

full mesh and a partial mesh topology.
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FC Switches
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Fig 2.15: Partial and Full mesh Topologies

Core-Edge Fabric

>
>

>

In the core-edge fabric topology, there are two types of switch tiers in this fabric.

The edge tier usually comprises switches and offers an inexpensive approach to adding
more hosts in a fabric. The tier at the edge fans out from the tier at the core. The nodes
on the edge can communicate with each other.

The core tier usually comprises enterprise directors that ensure high fabric availability.
Additionally all traffic has to either traverse through or terminate at this tier.

In a two-tier configuration, all storage devices are connected to the core tier, facilitating
fan-out.

The host-to-storage traffic has to traverse one and two ISLs in a two-tier and three-tier
configuration, respectively.

The core-edge fabric topology increases connectivity within the SAN while conserving
overall port utilization. If expansion is required, an additional edge switch can be
connected to the core. This topology can have different variations.

In a single-core topology, all hosts are connected to the edge tier and all storage is
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connected to the core tier. Fig 2.16 depicts the core and edge switches in a single- core
topology.

» A dual-core topology can be expanded to include more core switches. However, to
maintain the topology, it is essential that new ISLs are created to connect each edge
switch to the new core switch that is added. Fig 2.17 illustrates the core and edge

switches in a dual-core topology.

Edge Tier

- e

........................

Server

Single-core topology Storage Array
Fig 2.16: Single-core topology

Edge Tier

_%3) £3) £3)

: Core Tier Director Director
Server = TEETETESESESESSSESSsSsESESsSsSSsSssSssSsSs

Storage Array

Dual-core topology

Fig 2.17: multi-core topology
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Benefits and Limitations of Core-Edge Fabric
» The core-edge fabric provides one-hop storage access to all storage in the system.
Because traffic travels in a deterministic pattern (from the edge to the core), a core-edge

provides easier calculation of ISL loading and traffic patterns.

» Because each tier’s switch is used for either storage or hosts, one can easily identify
which resources are approaching their capacity, making it easier to develop a set of rules
for scaling and apportioning.

» Core-edge fabrics can be scaled to larger environments by linking core switches, adding
more core switches, or adding more edge switches.

» However, the core-edge fabric may lead to some performance-related problems because
scaling a core-edge topology involves increasing the number of ISLs in the fabric.

» As more edge switches are added, the domain count in the fabric increases.

As the number of cores increases, it is prohibitive to continue to maintain ISLs from each core to
each edge switch. When this happens, the fabric design is changed to a compound or complex

core-edge design.

Fig 2.18: Compound core-edge topology
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2.8 SAN based virtualization and VSAN technology

There are two network-based virtualization techniques in a SAN environment:
e Dblock-level storage virtualization
e virtual SAN (VSAN).

Block-level Storage Virtualization

e Block-level storage virtualization aggregates block storage devices (LUNs) and enables

provisioning of virtual storage volumes, independent of the underlying physical storage.

e A virtualization layer, which exists at the SAN, abstracts the identity of physical storage devices

and creates a storage pool from heterogeneous storage devices.
e Virtual volumes are created from the storage pool and assigned to the hosts.

e Instead of being directed to the LUNs on the individual storage arrays, the hosts are directed to

the virtual volumes provided by the virtualization layer.

e For hosts and storage arrays, the virtualization layer appears as the target and initiator devices,

respectively.
e The virtualization layer maps the virtual volumes to the LUNs on the individual arrays.

e The hosts remain unaware of the mapping operation and access the virtual volumes as if they

were accessing the physical storage attached to them.

e Typically, the virtualization layer is managed via a dedicated virtualization appliance to which

the hosts and the storage arrays are connected.

e Fig 2.19 illustrates a virtualized environment. It shows two physical servers, each of which has
one virtual volume assigned. These virtual volumes are used by the servers. These virtual

volumes are mapped to the LUNS in the storage arrays.

e When an /O is sent to a virtual volume, it is redirected through the virtualization layer at the

storage network to the mapped LUNS.
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e Depending on the capabilities of the virtualization appliance, the architecture may allow for

more complex mapping between array LUNSs and virtual volumes.

Servers
u ﬂ
[ Hyperviser ] Server
| e
fo— -1 [ "

Virtual Volume
Virtualization

Appliance

Virtual Volume

svanaradng

Ty oIy oy R

~ ».\'u.lll"“'
PR S 1

Storage Array Storage Array

Fig 2.19 Block-level storage virtualization
o Block-level storage virtualization also provides the advantage of nondisruptive data migration.

e In a traditional SAN environment, LUN migration from one array to another is an offline event

because the hosts needed to be updated to reflect the new array configuration.

¢ In other instances, host CPU cycles were required to migrate data from one array to the other,

especially in a multivendor environment.

e With a block-level virtualization as a solution, the virtualization layer handles the back-end
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migration of data, which enables LUNs to remain online and accessible while data is migrating.

¢ No physical changes are required because the host still points to the same virtual targets on the

virtualization layer.

e Previously, block-level storage virtualization provided nondisruptive data migration only within
a data center. The new generation of block-level storage virtualization enables nondisruptive

data migration both within and between data centers.

e |t provides the capability to connect the virtualization layers at multiple data centers. The
connected virtualization layers are managed centrally and work as a single virtualization layer
stretched across data centers (Fig 2.20). This enables the federation of block-storage resources
both within and across data centers. The virtual volumes are created from the federated storage

resources.

s Data Center 1o s Data Center 20

. Servers = Servers
e -
P APP|

H 5 H H W

2| e : B pre] =
2 o= | | ™ : El il o= s
H ow | v : HE Y
: [ Hyperviser = [ Hypervisor
: H Virtual

: Virtualization Appliance : Volumes |

i.....Storage Arrays i....StorageArrays = :

Fig 2.20 Federation of block storage across data centers
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Virtual SAN (VSAN)

Virtual SAN (also called virtual fabric) is a logical fabric on an FC SAN, which enables

communication among a group of nodes regardless of their physical location in the fabric.

In a VSAN, a group of hosts or storage ports communicate with each other using a virtual topology
defined on the physical SAN.

Multiple VSANs may be created on a single physical SAN.

Each VSAN acts as an independent fabric with its own set of fabric services, such as name server,

and zoning.

Fabric-related configurations in one VSAN do not affect the traffic in another.
VSANs improve SAN security, scalability, availability, and manageability.
VSANS facilitate an easy, flexible, and less expensive way to manage networks.

Configuring VSANSs is easier and quicker compared to building separate physical FC SANs for

various node groups.

To regroup nodes, an administrator simply changes the VSAN configurations without moving nodes

and recabling.

2.9 1SCSI

» iSCSI is an IP based protocol that establishes and manages connections between host and

storage over IP, as shown in Fig 2.21.

» iSCSI encapsulates SCSI commands and data into an IP packet and transports them using

>

TCP/IP.

iISCSI is widely adopted for connecting servers to storage because it is relatively
inexpensive and easy to implement, especially in environments in which an FC SAN does

not exist.
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Fig 2.21: iSCSI implementation

2.9.1 Components of iSCSI

» An initiator (host), target (storage or iSCSI gateway), and an IP-based network are the key

iISCSI components.

» If an iSCSI-capable storage array is deployed, then a host with the iSCSI initiator can

directly communicate with the storage array over an IP network.

» However, in an implementation that uses an existing FC array for iSCSI communication, an

ISCSI gateway is used.

» These devices perform the translation of IP packets to FC frames and vice versa, thereby

bridging the connectivity between the IP and FC environments.

2.9.2 iISCSI Host Connectivity

The three iSCSI host connectivity options are:
e A standard NIC with software iSCSI initiator,

e a TCP offload engine (TOE) NIC with software iSCSI initiator,
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e aniSCSI HBA
The function of the iSCSI initiator is to route the SCSI commands over an IP network.

A standard NIC with a software iSCSI initiator is the simplest and least expensive connectivity
option. It is easy to implement because most servers come with at least one, and in many cases two,
embedded NICs. It requires only a software initiator for iSCSI functionality. Because NICs provide
standard IP function, encapsulation of SCSI into IP packets and decapsulation are carried out by the
host CPU. This places additional overhead on the host CPU. If a standard NIC is used in heavy I/O
load situations, the host CPU might become a bottleneck. TOE NIC helps reduce this burden.

A TOE NIC offloads TCP management functions from the host and leaves only the iSCSI
functionality to the host processor. The host passes the iSCSI information to the TOE card,
and the TOE card sends the information to the destination using TCP/IP. Although this
solution improves performance, the iSCSI functionality is still handled by a software initiator

that requires host CPU cycles.

An iSCSI HBA is capable of providing performance benefi ts because it offloads the entire
iISCSI and TCP/IP processing from the host processor. The use of an iSCSI HBA is also the
simplest way to boot hosts from a SAN environment via iSCSI. If there is no iSCSI HBA,
modifi cations must be made to the basic operating system to boot a host from the storage
devices because the NIC needs to obtain an IP address before the operating system loads.
The functionality of an iISCSI HBA is similar to the functionality of an FC HBA.

2.9.3 I1SCSI Topologies

>
>
>
>

>

Two topologies of iSCSI implementations are native and bridged.
Native topology does not have FC components.
The initiators may be either directly attached to targets or connected through the IP network.

Bridged topology enables the coexistence of FC with IP by providing iSCSI-to-FC bridging
functionality.

For example, the initiators can exist in an IP environment while the storage remains in an FC
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environment.

Native iSCSI Connectivity

» FC components are not required for iSCSI connectivity if an iSCSl-enabled array is

deployed.

» In Fig 2.22(a), the array has one or more iSCSI ports configured with an IP address and is

connected to a standard Ethernet switch.

> After an initiator is logged on to the network, it can access the available LUNSs on the storage

array.

» A single array port can service multiple hosts or initiators as long as the array port can handle

the amount of storage traffic that the hosts generate.

Bridged iSCSI Connectivity
» A bridged iSCSI implementation includes FC components in its configuration.

» Fig 2.22(b), illustrates iSCSI host connectivity to an FC storage array. In this case, the array
does not have any iSCSI ports. Therefore, an external device, called a gateway or a
multiprotocol router, must be used to facilitate the communication between the iISCSI host

and FC storage.
» The gateway converts IP packets to FC frames and vice versa.

» The bridge devices contain both FC and Ethernet ports to facilitate the communication

between the FC and IP environments.

» In a bridged iSCSI implementation, the iSCSI initiator is configured with the gateway’s IP

address as its target destination.
» On the other side, the gateway is configured as an FC initiator to the storage array.

» Combining FC and Native iSCSI Connectivity: The most common topology is a
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combination of FC and native iSCSI. Typically, a storage array comes with both FC and

iISCSI ports that enable iSCSI and FC connectivity in the same environment, as shown in Fig

2.22(c).
Storage Array
_‘\o-'_\-\."'_"\l [
P
V\ ) / i
Server ST HA iSCSI Port |

(a) Native iSCSI Connectivity

iSCSI Gateway Storage Array

LN

{b) Bridged iSCSI Connectivity
iSCSI Port

{c) Combining FC and Native iSCS5I Connectivity

Fig 2.22 : iSCSI Topologies
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2.9.4 iSCSI Protocol Stack

» Fig 2.23 displays a model of the iSCSI protocol layers and depicts the encapsulation order of

the SCSI commands for their delivery through a physical carrier.

OSI Model iSCST Initiator | iSCSI Target
Layer 7 Application SCSI Commands and Data SCSI
| Layer 5 Session iSCSI Login and Discovery iSCSI
Layer 4 Transport TCP Windows and Segments TCP
Layer 3 Network IP Packets IP
Layer 2 Data Link Ethernet Frames Ethernet
Interconnect

Ethernet IP

Fig 2.23: iSCSI protocol stack
» SCSI is the command protocol that works at the application layer of the Open System

Interconnection (OSI) model.
» The initiators and targets use SCSI commands and responses to talk to each other.

» The SCSI command descriptor blocks, data, and status messages are encapsulated into
TCP/IP and transmitted across the network between the initiators and targets.

» iSCSI is the session-layer protocol that initiates a reliable session between devices that

recognize SCSI commands and TCP/IP.

» The iSCSI session-layer interface is responsible for handling login, authentication, target

discovery, and session management.

» TCP is used with iSCSI at the transport layer to provide reliable transmission.

Prof. Madhuri M, Dept of ISE, SVIT Page 27



Storage Area Networks MODULE 2

>

>

>

TCP controls message flow, windowing, error recovery, and retransmission.

It relies upon the network layer of the OSI model to provide global addressing and

connectivity.

The Layer 2 protocols at the data link layer of this model enable node-to-node
communication through a physical network.

2.9.51SCSI PDU

>

>

vV VYV VYV V¥V

A protocol data unit (PDU) is the basic “information unit” in the iSCSI environment.

The iSCSI initiators and targets communicate with each other using iSCSI PDUs. This
communication includes establishing iISCSI connections and iSCSI sessions, performing

iISCSI discovery, sending SCSI commands and data, and receiving SCSI status.

All iSCSI PDUs contain one or more header segments followed by zero or more data

segments.

The PDU is then encapsulated into an IP packet to facilitate the transport.

A PDU includes the components shown in Fig 2.23.

The IP header provides packet-routing information to move the packet across a network.

The TCP header contains the information required to guarantee the packet delivery to the

target.

The 1ISCSI header (basic header segment) describes how to extract SCSI commands and data
for the target. iISCSI adds an optional CRC, known as the digest, to ensure datagram
integrity. This is in addition to TCP checksum and Ethernet CRC.

The header and the data digests are optionally used in the PDU to validate integrity and data

placement.
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Basic Additional H Header
IP Header Header Header Di :tr Data Data
Segment Segment - Digest
-+ iSCSI PDU =
- TCP Segment :
- IP Packet : 2

Fig 2.23 iSCSI PDU encapsulated in an IP packet

2.9.6 ISCSI Discovery

» An initiator must discover the location of its targets on the network and the names of the targets

available to it before it can establish a session.
» This discovery can take place in two ways:
e SendTargets discovery
e internet Storage Name Service (iSNS).

» In SendTargets discovery, the initiator is manually configured with the target’s network portal to
establish a discovery session. The initiator issues the SendTargets command, and the target

network portal responds with the names and addresses of the targets available to the host.

» ISNS (Fig 2.24) enables automatic discovery of iSCSI devices on an IP network. The initiators
and targets can be configured to automatically register themselves with the iSNS server.
Whenever an initiator wants to now the targets that it can access, it can query the iSNS server for

a list of available targets.

» The discovery can also take place by using service location protocol (SLP). However, this is less

commonly used than SendTargets discovery and iSNS.
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Fig 2.24 : Discovery using iSNS

2.9.7 iISCSI Names

» A unique worldwide iSCSI identifier, known as an iSCSI name, is used to identify the initiators

and targets within an iSCSI network to facilitate communication.

» The unique identifier can be a combination of the names of the department, application, or

manufacturer, serial number, asset number, or any tag that can be used to recognize and manage
the devices.

» Following are two types of iISCSI names commonly used:

e iSCSI Qualified Name (IQN):
e Extended Unique Identifier (EUI)
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>

>

ISCSI Qualified Name (IQN): An organization must own a registered domain name to generate
iISCSI Qualifi ed Names. This domain name does not need to be active or resolve to an address.
It just needs to be reserved to prevent other organizations from using the same domain name to
generate iISCSI names. A date is included in the name to avoid potential conflicts caused by the

transfer of domain names.

An example of an IQN is ign.2008-02.com.example:optional_string. The optional_string

provides a serial number, an asset number, or any otherdevice identifiers.

Extended Unique Identifi er (EUI): An EUI is a globally unique identifier based on the IEEE EUI-64
naming standard. An EUI is composed of the eui prefix followed by a 16-character hexadecimal name,
such aseui.0300732A32598D26.

In either format, the allowed special characters are dots, dashes, and blank spaces.

2.9.8 iISCSI Session

An iSCSI session is established between an initiator and a target, as shown in Fig 2.25.

A session is identified by a session ID (SSID), which includes part of an initiator ID and a target
ID.

The session can be intended for one of the following:

e The discovery of the available targets by the initiators and the location of a specific target

on a network
e The normal operation of iSCSI (transferring data between initiators and targets)

There might be one or more TCP connections within each session. Each TCP connection within

the session has a unique connection 1D (CID).

An iSCSI session is established via the iSCSI login process. The login process is started when
the initiator establishes a TCP connection with the required target either via the well-known port

3260 or a specified target port.
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» During the login phase, the initiator and the target authenticate each other and negotiate on

various parameters.

» After the login phase is successfully completed, the iSCSI session enters the full-feature phase
for normal SCSI transactions. In this phase, the initiator may send SCSI commands and data to

the various LUNSs on the target.

» The final phase of the iISCSI session is the connection termination phase, which is referred to as

the logout procedure.

» The initiator is responsible for commencing the logout procedure; however, the target may also
prompt termination by sending an iSCSI message, indicating the occurrence of an internal error

condition.

» After the logout request is sent from the initiator and accepted by the target, no further request

and response can be sent on that connection.

iISCSI Session

iISCSI Session

Fig 2.25 iSCSI session

2.9.9 Command Seguencing

» The iSCSI communication between the initiators and targets is based on the request-response

command sequences.

» A command sequence may generate multiple PDUs.
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» A command sequence number (CmdSN) within an iSCSI session is used for numbering all

initiator-to-target command PDUs belonging to the session.

» This number ensures that every command is delivered in the same order in which it is

transmitted, regardless of the TCP connection that carries the command in the session.

» Command sequencing begins with the first login command, and the CmdSN is incremented by

one for each subsequent command.

» The iSCSI target layer is responsible for delivering the commands to the SCSI layer in the order
of their CmdSN.

» Similar to command numbering, a status sequence number (StatSN) is used to sequentially

number status responses, as shown in Fig 2.26.
» These unique numbers are established at the level of the TCP connection.
» A target sends request-to-transfer (R2T) PDUs to the initiator when it is ready to accept data.

» A data sequence number (DataSN) is used to ensure in-order delivery of data within the same

command.

» The DataSN and R2TSN are used to sequence data PDUs and R2Ts, respectively.

CmdSN1 CmdSN2

StatSN1 StatSN1 StatSN2

PDU#1 PDU#1 PDU#1

Pous2 pous2
pouss pous3
Ppusa

Fig 2.26 Command and status sequence number
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2.10 FCIP (Fibre channel over IP)

>
>

>
>

FCIP is a IP-based protocol that is used to connect distributed FC-SAN islands.

Creates virtual FC links over existing IP network that is used to transport FC data between
different FC SANS.

It encapsulates FC frames into IP packet.

It provides disaster recovery solution.

2.10.1 FCIP Protocol Stack

>

The FCIP protocol stack is shown in Fig 2.27. Applications generate SCSI commands and data,
which are processed by various layers of the protocol stack.

The upper layer protocol SCSI includes the SCSI driver program that executes the read-and-

write commands.

Below the SCSI layer is the Fibre Channel Protocol (FCP) layer, which is simply a Fibre
Channel frame whose payload is SCSI.

The FCP layer rides on top of the Fibre Channel transport layer. This enables the FC frames to
run natively within a SAN fabric environment. In addition, the FC frames can be encapsulated

into the IP packet and sent to a remote SAN over the IP.

Application

SCSI Commands, Data, and Status ~FC Frame

FCP (SCSI over FC)

FCIP

TCP ~FC to IP Encapsulation

Physical Media

Fig 2.27 FCIP protocol stack
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» The FCIP layer encapsulates the Fibre Channel frames onto the IP payload and passes them to
the TCP layer (see Fig 2.28). TCP and IP are used for transporting the encapsulated information

across Ethernet, wireless, or other media that support the TCP/IP traffic.

» Encapsulation of FC frame into an IP packet could cause the IP packet to be fragmented when

the data link cannot support the maximum transmission unit (MTU) size of an IP packet.

» When an IP packet is fragmented, the required parts of the header must be copied by all

fragments.

» When a TCP packet is segmented, normal TCP operations are responsible for receiving and re-

sequencing the data prior to passing it on to the FC processing portion of the device.

FC Frame

R
SOF ey CRC EOF

. FCIP Encapsulation

1P TCP [ []
Header Header Header

IP Payload

IP Packet

Fig 2.28 FCIP encapsulation

2.10.2 FCIP Topology

» In an FCIP environment, an FCIP gateway is connected to each fabric via a standard FC

connection (Fig 2.29).
The FCIP gateway at one end of the IP network encapsulates the FC frames into IP packets.
The gateway at the other end removes the IP wrapper and sends the FC data to the layer 2 fabric.

The fabric treats these gateways as layer 2 fabric switches.

vV VvV V V¥V

An IP address is assigned to the port on the gateway, which is connected to an IP network. After
the IP connectivity is established, the nodes in the two independent fabrics can communicate
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with each other.

Servers Servers
|iﬁ|liﬁ| =lli=

M VM M M

Hypervisor Hypervisor

ML L)L
UL L DL

L
[

Storage Array Storage Array

Fig 2.29 FCIP topology

2.11 FCoE (Fibre Channel over Ethernet)

» Data centers typically have multiple networks to handle various types of I/O traffic — for

example, an Ethernet network for TCP/IP communication and an FC network for FC

communication.

» TCP/IP is typically used for client-server communication, data backup, infrastructure

management communication, and so on.
» FCis typically used for moving block-level data between storage and servers.

» To support multiple networks, servers in a data center are equipped with multiple redundant
physical network interfaces — for example, multiple Ethernet and FC cards/adapters. In
addition, to enable the communication, different types of networking switches and physical

cabling infrastructure are implemented in data centers.
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» The need for two different kinds of physical network infrastructure increases the overall cost and

complexity of data center operation.

» Fibre Channel over Ethernet (FCoE) protocol provides consolidation of LAN and SAN traffic

over a single physical interface infrastructure.

» FCoE helps organizations address the challenges of having multiple discrete network

infrastructures.

» FCoE uses the Converged Enhanced Ethernet (CEE) link (10 Gigabit Ethernet) to send FC

frames over Ethernet.

=

Hyprervisor Server Hypervisor

Storage Array Storage Array

Fig 2.30 Before using FCOE
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Fig 2.30 After using FCOE

2.11.1 Components of FCOE

The key components of FCOE are :
» Converged Network Adaptors(CNA)
» Cables
» FCOE Switches

Converged Network Adaptors(CNA)

» A CNA provides the functionality of both a standard NIC and an FC HBA in a single adapter
and consolidates both types of traffic. CNA eliminates the need to deploy separate adapters and
cables for FC and Ethernet communications, thereby reducing the required number of server

slots and switch ports.
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» As shown in Fig 2.31, a CNA contains separate modules for 10 Gigabit Ethernet, Fibre Channel,
and FCoE Application Specific Integrated Circuits (ASICs). The FCoE ASIC encapsulates FC
frames into Ethernet frames. One end of this ASIC is connected to 10GbE and FC ASICs for

server connectivity, while the other end provides a 10GbE interface to connect to an FCoE

switch.
10GE/FCoE
PCIe Bus
Fig 2.31 Converged Network Adapter
Cables

» There are two options available for FCoE cabling:
1. Copper based Twinax
2. standard fiber optical cables.

» A Twinax cable is composed of two pairs of copper cables covered with a shielded casing. The
Twinax cable can transmit data at the speed of 10 Gbps over shorter distances up to 10 meters.
Twinax cables require less power and are less expensive than fi ber optic cables.

» The Small Form Factor Pluggable Plus (SFP+) connector is the primary connector used for
FCoE links and can be used with both optical and copper cables.
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FCoE Switches

» An FCoE switch has both Ethernet switch and Fibre Channel switch functionalities.
» As shown in Fig 2.32, FCoE switch consists of:

1. Fibre Channel Forwarder (FCF),

2. Ethernet Bridge,

3. set of Ethernet ports

4. optional FC ports

» The function of the FCF is to encapsulate the FC frames, received from the FC port, into the
FCoE frames and also to de-encapsulate the FCoE frames, received from the Ethernet Bridge, to

the FC frames.

» Upon receiving the incoming traffic, the FCoE switch inspects the Ethertype (used to indicate
which protocol is encapsulated in the payload of an Ethernet frame) of the incoming frames and

uses that to determine the destination.

o If the Ethertype of the frame is FCoE, the switch recognizes that the frame contains an
FC payload and forwards it to the FCF. From there, the FC is extracted from the FCoE
frame and transmitted to FC SAN over the FC ports.

o If the Ethertype is not FCoE, the switch handles the traffic as usual Ethernet traffic and

forwards it over the Ethernet ports.
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Ethernet Ethernet Ethernet Ethernet
Port Port Port Port
Fig 2.32 FCoE switch generic architecture

2.12 NETWORK ATTACHED STORAGE (NAS)

File Sharing Environment

» File sharing enables users to share files with other users

» In file-sharing environment, the creator or owner of a file determines the type of access to be
given to other users and controls changes to the file.

» When multiple access a shared file at the same time, a locking scheme is required to maintain

data integrity and also make this sharing possible. This is taken care by file-sharing environment.

» Examples of file sharing methods:
e File Transfer Protocol (FTP)
e Distributed File System (DFS)
e Network File System (NFS) and Common Internet File System (CIFS)

e Peer-to-Peer (P2P)
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What is NAS?

>
>
>
>
>
>

NAS is an IP based dedicated, high-performance file sharing and storage device.
Enables NAS clients to share files over an IP network.

Uses network and file-sharing protocols to provide access to the file data.

Ex: Common Internet File System (CIFS) and Network File System (NFS).

Enables both UNIX and Microsoft Windows users to share the same data seamlessly.

NAS device uses its own operating system and integrated hardware and software components to

meet specific file-service needs.

Its operating system is optimized for file 1/O which performs better than a general-purpose

Server.

A NAS device can serve more clients than general-purpose servers and provide the benefit of

server consolidation.

2.12.1 Components of NAS

>

>

>

NAS device has two key components (as shown in Fig 2.33): NAS head and storage.

In some NAS implementations, the storage could be external to the NAS device and shared with

other hosts.
NAS head includes the following components:
e CPU and memory

e One or more network interface cards (NICs), which provide connectivity to the client

network.

e An optimized operating system for managing the NAS functionality. It translates file-
level requests into block-storage requests and further converts the data supplied at the

block level to file data

e NFS, CIFS, and other protocols for file sharing
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e Industry-standard storage protocols and ports to connect and manage physical disk

resources

» The NAS environment includes clients accessing a NAS device over an IP network using file-

sharing protocols.

Network Interface

NFS

NAS Device OS
Storage Interface

CIFS

Windows Client

Storage Array

NAS Device

Fig 2.33 Components of NAS

2.12.2 NAS 1/0O Operation

» NAS provides file-level data access to its clients. File I/O is a high-level request that specifies

the file to be accessed.

» Eg: a client may request a file by specifying its name, location, or other attributes. The NAS
operating system keeps track of the location of files on the disk volume and converts client file

I/0 into block-level I/O to retrieve data.
» The process of handling 1/0s in a NAS environment is as follows:

1. The requestor (client) packages an 1/0 request into TCP/IP and forwards it through the
network stack. The NAS device receives this request from the network.

2. The NAS device converts the I/O request into an appropriate physical storage request,
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which is a block-level /O, and then performs the operation on the physical storage.

3. When the NAS device receives data from the storage, it processes and repackages the
data into an appropriate file protocol response.

4. The NAS device packages this response into TCP/IP again and forwards it to the client
through the network.

» Fig 2.34 illustrates the NAS 1/O operation

Application ' 1 Storage Interface

Operating System ' NAS Operating System

NFS and CIFS

NAS Head

Fig 2.34 NAS 1/0O Operation

2.12.3 NAS File Sharing Protocols

» NAS devices support multiple file-service protocols to handle file 1/0 requests
» Two common NAS file sharing protocols are:
e Common Internet File System (CIFS)
e Network File System (NFS)
» NAS devices enable users to share file data across different operating environments

» It provides a means for users to migrate transparently from one operating system to another
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Network File System (NFS)

>

>

NFS is a client-server protocol for file sharing that is commonly used on UNIX systems.
NFS was originally based on the connectionless User Datagram Protocol (UDP).

It uses Remote Procedure Call (RPC) as a method of inter-process communication between two

computers.

The NFS protocol provides a set of RPCs to access a remote file system for the following

operations:

e Searching files and directories

e Opening, reading, writing to, and closing a file
e Changing file attributes

e Modifying file links and directories

NFS creates a connection between the client and the remote system to transfer data.
NFSv3 and earlier is a stateless protocol

It does not maintain any kind of table to store information about open files and associated
pointers. Each call provides a full set of arguments - a file handle, a particular position to read or

write, and the versions of NFS - to access files on the server .

Currently, three versions of NFS are in use:

1. NFS version 2 (NFSv2): Uses UDP to provide a stateless network connection between a
client and a server. Features, such as locking, are handled outside the protocol.

2. NFS version 3 (NFSv3): Uses UDP or TCP, and is based on the stateless protocol
design. It includes some new features, such as a 64-bit file size, asynchronous writes, and
additional file attributes to reduce refetching.

3. NFS version 4 (NFSv4): Uses TCP and is based on a stateful protocol design. It offers
enhanced security. The latest NFS version 4.1 is the enhancement of NFSv4 and includes

some new features, such as session model, parallel NFS (pNFS), and data retention.
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Common Internet File System (CIFS)

» CIFS is a client-server application protocol
» It enables clients to access files and services on remote computers over TCP/IP.
» lItisapublic, or open, variation of Server Message Block (SMB) protocol.
» It provides following features to ensure data integrity:
e It uses file and record locking to prevent users from overwriting the work of another user

on a file or a record.

e It supports fault tolerance and can automatically restore connections and reopen files that
were open prior to an interruption. This feature depends on whether an application is
written to take advantage of this.

e CIFS is a stateful protocol because the CIFS server maintains connection information
regarding every connected client. If a network failure or CIFS server failure occurs, the
client receives a disconnection notification. User disruption is minimized if the
application has the embedded intelligence to restore the connection. However, if the
embedded intelligence is missing, the user must take steps to reestablish the CIFS
connection.

» Users refer to remote file systems with an easy-to-use file-naming scheme:

» Eg: \\server\share or \\servername.domain.suffix\share

2.13 File-level Virtualization

» File-level virtualization, implemented in NAS or the file server environment, provides a simple,

non disruptive file-mobility solution.

» It eliminates the dependencies between data accessed at the file level and the location where the

files are physically stored.

» It creates a logical pool of storage, enabling users to use a logical path, rather than a physical

path, to access files.

» A global namespace is used to map the logical path of a file to the physical path names. File-
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level virtualization enables the movement of files across NAS devices, even if the files are being

accessed.

Before and After File-level Virtualization

Before File-level Virtualization After File-level Virtualization

Clients Clients Clients Clients

. = . a— A . amm . e . A—— - A - A— - A—

—
s

Y + 2 '~_ : goseeey priensesned osnsansinn che T
Virtualization

Appliance

NAS Head NAS Head NAS Head

Storage Array Storage Array
File Sharing Environment File Sharing Environment
Dependency between client access Break dependencies between
and file location client access and file location
Underutilized storage resources Storage utilization is optimized
Downtime is caused by data Non-disruptive migrations
migrations

Object-Based Storage & Unified Storage Platform
» Object-based storage is a way to store file data in the form of objects based on its content and
other attributes rather than the name and location.

» Recent studies have shown that more than 90 percent of data generated is unstructured.

» Traditional NAS, which is the dominant solution for storing unstructured data, has become

inefficient.

» This demands a smarter approach to manage unstructured data based on its content rather than

metadata about its name, location, and so on.

Prof. Madhuri M, Dept of ISE, SVIT Page 47



Storage Area Networks MODULE 2

>

Due to varied application requirements, organizations have been deploying storage area
networks (SANs), NAS, and object-based storage devices (OSDs) in their data centers.

Deploying these disparate storage solutions adds management complexity, cost and

environmental overhead.

An ideal solution is to have an integrated storage solution that supports block, file, and object

acCcCess.

Unified storage has emerged as a solution that consolidates block, file, and object-based access

within one unified platform.

It supports multiple protocols for data access and can be managed using a single management

interface.

2.14 Object-Based Storage Devices (OSD)

>

An OSD is a device that organizes and stores unstructured data, such as movies, office

documents, and graphics, as objects.

Object-based storage provides a scalable, self-managed, protected, and shared storage option.
OSD stores data in the form of objects.

OSD uses flat address space to store data. Therefore, there is no hierarchy of directories and

files; as a result, a large number of objects can be stored in an OSD system (see Fig 2.35).

Filenames/inodes Object IDs

(uimjujnininjnjn

Y Y Y

(a) Hierarchical File System (b) Flat Address Space

Fig 2.35 Hierarchical file system versus flat address space
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>

An object might contain user data, related metadata (size, date, ownership, and so on), and other

attributes of data (retention, access pattern, and so on); See Fig 2.36.
Each object stored in the system is identified by a unique ID called the object ID.

The object ID is generated using specialized algorithms such as hash function on the data and
guarantees that every object is uniquely identified.

Object

Object ID

Attributes Bl _

Fig 2.36 Object Structure

Object-Based Storage

2.14.1 Object-Based Storage Architecture

>

>

An 1/0O in the traditional block access method passes through various layers in the 1/O path.

The 1/0 generated by an application passes through the file system, the channel, or network and
reaches the disk drive.

When the file system receives the 1/O from an application, the file system maps the incoming 1/0
to the disk blocks. The block interface is used for sending the 1/0O over the channel or network to
the storage device. The 1/O is then written to the block allocated on the disk drive.

Fig 2.37 (a) illustrates the block-level access.
The file system has two components: user component and storage component.

1. The user component of the file system performs functions such as hierarchy

management, naming, and user access control.

2. The storage component maps the files to the physical location on the disk drive.
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» When an application accesses data stored in OSD, the request is sent to the file system user

component. The file system user component communicates to the OSD interface, which in turn

sends the request to the storage device.

» The storage device has the OSD storage component responsible for managing the access to the

object on a storage device.

» Fig 2.37 (b) illustrates the object-level access.

» After the object is stored, the OSD sends an acknowledgment to the application server.

» The OSD storage component manages all the required low-level storage and space management

functions. It also manages security and access control functions for the objects.

| Application

r

L.

[ system call Interface | )

v

File System User File System User
Component b . g Component
File System Storage
Ys g p

Component

'

[ Block Interface |
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(a) Block-Level Access

Application

!

- )\

[S\rstem Call Interface]

b

!

[ 0SD Interface ]

| OSD Storage
Component
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!

(S,

( Block I/0
{
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(b) Object-Level Access

Fig 2.37 Block-level access versus object-level access
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2.14.2 Components of OSD

» The OSD system is typically composed of three key components:
1. nodes
2. private network
3. storage

» Fig 2.38 illustrates the components of OSD.

» A node is a server that runs the OSD operating environment and provides services to store,

retrieve, and manage data in the system. The OSD system is composed of one or more nodes.
» The OSD node has two key services:

1. The metadata service is responsible for generating the object ID from the contents of a

file. It also maintains the mapping of the object IDs and the file system namespace.
2. The storage service manages a set of disks on which the user data is stored.

» The OSD nodes connect to the storage via an internal network (private network). The internal

network provides node-to-node connectivity and node-to-storage connectivity.
» The application server accesses the node to store and retrieve data over an external network.

» For storage, OSD typically uses low-cost and high-density disk drives to store the objects. As

more capacity is required, more disk drives can be added to the system.

- e e e Em Em e e e o Em e e e e

— - N
TN I

I

I

Metadata
Service
Internal
— Network

———— - ——— -

e o o -

Storage
Service l I l I l
A — et
Application
Server \\ - 0SD Nodes Storage s

Fig 2.38: OSD Components
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2.14.3 Object Storage and Retrieval in OSD

» The process of storing objects in OSD is illustrated in Fig 2.39.
» The data storage process in an OSD system is as follows:
1. The application server presents the file to be stored to the OSD node.
2. The OSD node divides the file into two parts: user data and metadata.

3. The OSD node generates the object ID using a specialized algorithm. The algorithm is

executed against the contents of the user data to derive an ID unique to this data.

4. For future access, the OSD node stores the metadata and object ID using the metadata

service.

5. The OSD node stores the user data (objects) in the storage device using the storage

service.

6. An acknowledgment is sent to the application server stating that the object is stored.

2. 0SD node divides the file into two parts,
user data and metadata

1. Application server sends a file to OSD Metadata
> Service
<€ 3. 0SD node generates

6. Acknowledgment sent to the application p object ID from the user data
server ‘

Storage
Service

OSD Node

Application

Server 5. 0SD stores user data (object)
using the storage service

4, 0SD stores metadata and
object ID using the metadata service

Storage

Fig 2.39: Storing objects on OSD
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» A user accesses the data stored on OSD by the same filename.

» The application server retrieves the stored content using the object ID. This process is
transparent to the user.

» The process of retrieving objects in OSD is illustrated in Fig 2.40. The process of data retrieval

from OSD is as follows:
1. The application server sends a read request to the OSD system.
2. The metadata service retrieves the object ID for the requested file.
3. The metadata service sends the object ID to the application server.
4. The application server sends the object ID to the OSD storage service for object retrieval.
5. The OSD storage service retrieves the object from the storage device.
6. The OSD storage service sends the file to the application server.

2. Metadata service locates the
object ID for the requested file

1. Application server request file from OSD

€ Metadata
3. Metadata service sends the object ID to the application server Service

4, Application server sends the object ID to the OSD storage
service for object retrieval

Storage ‘

Service
\l| - y.

6. Storage service sends the file to the application server \) 0SD Node

Application
Server 5. 0SD storage service retrieves the
object from the storage device

Storage

Fig 2.40: Object retrieval from an OSD system
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2.14 .4 Benefits of Object-Based Storage

» The key benefits of object-based storage are as follows:

Security and reliability: Data integrity and content authenticity are the key features of
object-based storage devices. OSD uses specialized algorithms to create objects that
provide strong data encryption capability. In OSD, request authentication is performed at

the storage device rather than with an external authentication mechanism.

Platform independence: Objects are abstract containers of data, including metadata and
attributes. This feature allows objects to be shared across heterogeneous platforms locally
or remotely. This makes object-based storage the best candidate for cloud computing

environments.

Scalability: Due to the use of flat address space, object-based storage can handle large
amounts of data without impacting performance. Both storage and OSD nodes can be

scaled independently in terms of performance and capacity.

Manageability: Object-based storage has an inherent intelligence to manage and protect
objects. It uses self-healing capability to protect and replicate objects. Policy-based

management capability helps OSD to handle routine jobs automatically.

2.14.5 Common Use Cases for Object-Based Storage

» A data archival solution is a promising use case for OSD. Data integrity and protection is the

primary requirement for any data archiving solution. Traditional archival solutions - CD and

DVD-ROM - do not provide scalability and performance. OSD stores data in the form of objects,

associates them with a unique object 1D, and ensures high data integrity. Along with integrity, it

provides scalability and data protection. These capabilities make OSD a viable option for long

term data archiving for fixed content.

» Cloud-based storage is another use case of OSD. OSD uses a web interface to access storage

resources. OSD provides inherent security, scalability, and automated data management. It also

enables data sharing across heterogeneous platforms or tenants while ensuring integrity of data.
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These capabilities make OSD a strong option for cloud-based storage. Cloud service providers

can leverage OSD to offer storage-as-a-service.

» OSD supports web service access via representational state transfer (REST) and simple

object access protocol (SOAP).

» REST and SOAP APIs can be easily integrated with business applications that access OSD over

the web.

2.15 Unified Storage

» Unified storage consolidates block, file, and object access into one storage solution.

» It supports multiple protocols, such as CIFS, NFS, iSCSI, FC, FCoE, REST (representational

state transfer), and SOAP (simple object access protocol).

2.15.1 Components of Unified Storage

» A unified storage system consists of the following key components:

e storage controller,

e NAS head,
e OSD node,
e storage.

» Fig 2.41 illustrates the block diagram of a unified storage platform.

» The storage controller or storage processor provides block-level access to application servers
through iSCSI, FC, or FCoE protocols. It contains the corresponding front-end ports for direct
block access. The storage controller is also responsible for managing the back-end storage pool

in the storage system.

» The controller configures LUNs and presents them to application servers, NAS heads, and OSD
nodes. The LUNs presented to the application server appear as local physical disks. A file

system is configured on these LUNSs and is made available to applications for storing data.
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» A NAS head is a dedicated file server that provides file access to NAS clients. The NAS head is

connected to the storage via the storage controller typically using a FC or FCoE connection. The

system typically has two or more NAS heads for redundancy.

» The LUNSs presented to the NAS head appear as physical disks. The NAS head configures the
file systems on these disks, creates a NFS, CIFS, or mixed share, and exports the share to the

NAS clients.

» The OSD node also accesses the storage through the storage controller using a FC or FCoE

connection.

» The LUNs assigned to the OSD node appear as physical disks. These disks are configured by the

OSD nodes, enabling them to store the data from the web application servers.

L
Application Servers NAS Cl|ents Web Application Servers
['ﬂﬂ rﬁ‘ ==
"os o8 | fos | os
VM VM 'U'M UM M VM
Hypanusor Hypervisor

File Request Object Request

‘ Block I/O ‘ Block I/O

130::}( Request
Storage Controller

e
\

Unified Storage

Fig 2.41 Unified Storage Platform
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Data Access from Unified Storage

» In aunified storage system, block, file, and object requests to the storage travel through different
I/O paths. Fig 2.41 also illustrates the different I/O paths for block, file, and object access.

» Block 1/0 request: The application servers are connected to an FC, iSCSI, or FCoE port on the
storage controller. The server sends a block request and the storage processor (SP) processes the

I/0O and responds to the application server.

» File 1/O request: The NAS clients send a file request to the NAS head using NFS or CIFS
protocol. The NAS head receives the request, converts it into a block request, and forwards it to
the storage controller. Upon receiving the block data, the NAS head again converts the block

request back to the file request and sends back it to the clients.

» Object 1/0 request: The web application servers send an object request, typically using REST
or SOAP protocols, to the OSD node. The OSD node receives the request, converts it into a
block request, and sends it to the disk through the storage controller. The controller in turn
processes the block request and responds back to the OSD node, which in turn provides the

requested object to the web application server.
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MODULE —3
BACKUP, ARCHIVE AND REPLICATION

3.1 INTRODUCTION TO BUSINESS CONTINUITY

Business Continuity (BC):

Business continuity (BC) is an integrated and enterprise wide process that includes all activities
(internal and external to IT) that a business must perform to mitigate the impact of planned and
unplanned downtime.

BC entails preparing for, responding to, and recovering from a system outage that adversely
affects business operations. It involves proactive measures, such as business impact analysis, risk
assessments, deployment of BC technology solutions (backup and replication), and reactive
measures, such as disaster recovery and restart, to be invoked in the event of a failure.

The goal of a BC solution is to ensure the “information availability” required to conduct vital

YT UPulse.com
3.1.1 Information Avallability: ©

Information availability (1A) refers to the ability of the infrastructure to function according to

business expectations during its specified time of operation. Information availability ensures that
people (employees, customers, suppliers, and partners) can access information whenever they

need it. Information availability can be defined in terms of:

1. Reliability,
2. Accessibility

3. Timeliness.

1. Reliability: This reflects a component’s ability to function without failure, under stated
conditions, for a specified amount of time.

2. Accessibility: This is the state within which the required information is accessible at the
right place, to the right user. The period of time during which the system is in an

accessible state is termed system uptime; when it is not accessible it is termed system
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downtime.

3. Timeliness: Defines the exact moment or the time window (a particular time of the day,
week, month, and/or year as specified) during which information must be accessible. For
example, if online access to an application is required between 8:00 am and 10:00 pm
each day, any disruptions to data availability outside of this time slot are not considered

to affect timeliness.

3111 Causes of Information Unavailability
Various planned and unplanned incidents result in data unavailability.

» Planned outages include installation/integration/maintenance of new hardware,
software upgrades or patches, taking backups, application and data restores, facility
operations (renovation and construction), and refresh/migration of the testing to the
production environment.

» Unplanned outages include failure caused by database corruption, component failure,

ngerror
isasters ul Pn ade) gfene, @nmaﬁon
are another f incident ayic d availability.

Disaster

(<1%)

Unplanned Outage
(20%)

Planned Outage
(80%) >

Fig 3.1: Disruptors of Information Availability

As illustrated in Fig 3.1 above, the majority of outages are planned. Planned outages are
expected and scheduled, but still cause data to be unavailable.
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3112 Consequences of Downtime
» Information unavailability or downtime results in loss of productivity, loss of revenue,

poor financial performance, and damage to reputation.
Loss of productivity includes reduced output per unit of labor, equipment, and capital.

Loss of revenue includes direct loss, compensatory payments, future revenue loss, billing

loss, and investment loss.

» Poor financial performance affects revenue recognition, cash flow, discounts, payment

guarantees, credit rating, and stock price.

» Damages to reputations may result in a loss of confidence or credibility with customers,

suppliers, financial markets, banks, and business partners.

» An important metric, average cost of downtime per hour, provides a key estimate in
determining the appropriate BC solutions. It is calculated as follows:

Average cost of downtime per hour = average productivity loss per hour +

V-TUPTISE com

Productivity loss per hour = (total salaries and benefits of all employees per week)
/(average number of working hours per week)
Average revenue loss per hour = (total revenue of an organization per week)
/(average number of hours per week that an organization is open for business)

3113 Measuring Information Availabilit

» Information availability (IA) relies on the availability of physical and virtual components
of a data center. Failure of these components might disrupt IA. A failure is the
termination of a component’s capability to perform a required function. The component’s
capability can be restored by performing an external corrective action, such as a manual
reboot, a repair, or replacement of the failed component(s).

» Proactive risk analysis performed as part of the BC planning process considers the
component failure rate and average repair time, which are measured by MTBF and
MTTR:
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— Mean Time Between Failure (MTBF): It is the average time available for a system or
component to perform its normal operations between failures.

— Mean Time To Repair (MTTR): It is the average time required to repair a failed
component. MTTR includes the total time required to do the following activities:
Detect the fault, mobilize the maintenance team, diagnose the fault, obtain the spare
parts, repair, test, and restore the data.

Fig 3.2 illustrates the various information availability metrics that represent system uptime
and downtime.

Time to repair or downtime

Response time Recovery time
Detection Repair Recovery
L1 | | | | | >
\ | | | | | I fime
Incident Diagnosis Restoration Incident
Datection Repair time Time between failures or uptime
elapsed time

Fig 3-2: Information availability metrics

IA is the time period that a system is in a condition to perform its intended function upon
demand. It can be expressed in terms of system uptime and downtime and measured as the
amount or percentage of system uptime:
1A = system uptime / (system uptime + system downtime)

In terms of MTBF and MTTR, IA could also be expressed as

IA=MTBF/(MTBF + MTTR)
Uptime per year is based on the exact timeliness requirements of the service, this calculation
leads to the number of “9s” representation for availability metrics.
Table 3-1 lists the approximate amount of downtime allowed for a service to achieve certain
levels of 9s availability. For example, a service that is said to be “five 9s available” is available
for 99.999 percent of the scheduled time in a year (24 x 365).
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DOWNTIME DOWNTIME
UPTIME (%) DOWNTIME (%) PER YEAR PER WEEK
ag 2 7.3 days 3 hr, 22 minutes
Qg 1 3.65 days 1 hr, 41 minutes
899.8 0.2 17 hr, 31 minutes 20 minutes, 10 secs
099.9 0.1 8 hr, 45 minutes 10 minutes, 5 secs
09.99 0.01 52.5 minutes 1 minute
90,999 0.001 5.25 minutes & secs
90,9999 0.0001 31.5 secs 0.6 secs

Table 3-1: Availability percentage and Allowable downtime

3.1.2 BC Terminology

This section defines common terms related to BC operations which are used in this module to

explain advanced concepts:

: i coordinated process of restoring systems, data, and the
cture|required t@ s Mg nﬁsiﬁperatﬁle of a disaster.
e process of ing“a previ 0 e nd®p g 16685 or Bthef neCessary

processes to that copy to bring it to a known point of consistency. Once all recoveries are

completed, the data is validated to ensure that it is correct.

> Disaster restart: This is the process of restarting business operations with mirrored
consistent copies of data and applications.

» Recovery-Point Objective (RPO): This is the point in time to which systems and data must
be recovered after an outage. It defines the amount of data loss that a business can endure. A
large RPO signifies high tolerance to information loss in a business. Based on the RPO,
organizations plan for the minimum frequency with which a backup or replica must be made.
For example, if the RPO is six hours, backups or replicas must be made at least once in 6
hours. Fig 3.3 (a) shows various RPOs and their corresponding ideal recovery strategies. An
organization can plan for an appropriate BC technology solution on the basis of the RPO it
sets. For example:

— RPO of 24 hours: This ensures that backups are created on an offsite tape drive every

midnight. The corresponding recovery strategy is to restore data from the set of last
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backup tapes.

— RPO of 1 hour: Shipping database logs to the remote site every hour. The corresponding
recovery strategy is to recover the database at the point of the last log shipment.

— RPO in the order of minutes: Mirroring data asynchronously to a remote site

— Near zero RPO: This mirrors mission-critical data synchronously to a remote site.

Weeks » . Tape Backup Weeks Tape Restore
Days » 2 Periodic Replication Days» IE Disk Restore
Hours » Hours )
AEYﬂ{hrﬂﬂﬂlls Rﬂpli{aﬁﬂﬂ Manual “igratiﬂ“
Minutes » Minutes s
SYn{nmﬂﬂHS. Rﬂpliﬁaﬁﬂl’l Glabal Cluste
Seconds Seconds > “ r
{a) Recovery-point objective {b) Recovery-time objective

Fig 3.3: Strategies to meet RPO and RTO targets

» Recovery-Time Objective (RTO): The time within which systems and applications must be

recover utage. | ines the anbunt of downtime that a business can endure and
c

surui sses canfop t\jr cSyEaﬁer‘efiii@Fmgiven
system. For @éxam the®RTO i heu e a @is k cause it enables a

faster restore than a tape backup. However, for an RTO of one week, tape backup will likely

meet requirements. Some examples of RTOs and the recovery strategies to ensure data
availability are listed below (refer to Fig 3.3 (b)):

— RTO of 72 hours: Restore from backup tapes at a cold site.

— RTO of 12 hours: Restore from tapes at a hot site.

— RTO of few hours: Use a data vault to a hot site.

— RTO of a few seconds: Cluster production servers with bidirectional mirroring, enabling

the applications to run at both sites simultaneously.
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3.1.3 BC Planning L.ife Cycle
BC planning must follow a disciplined approach like any other planning process. Organizations
today dedicate specialized resources to develop and maintain BC plans. From the

conceptualization to the realization of the BC plan, a life cycle of activities can be defined for the
BC process.

The BC planning lifecycle includes five stages shown below (Fig 3.4):

Train,
Test,
Assess,
and

Maintain Establish

objectives

Implement

Design
and
Develop

Fig 3.4: BC Planning Lifecycle
Several activities are performed at each stage of the BC planning lifecycle, including the
following key activities:
1. Establishing objectives
— Determine BC requirements.
— Estimate the scope and budget to achieve requirements.

— Select a BC team by considering subject matter experts from all areas of the business,
whether internal or external.

— Create BC policies.
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2. Analyzing

— Collect information on data profiles, business processes, infrastructure support,
dependencies, and frequency of using business infrastructure.

— Identify critical business needs and assign recovery priorities.

— Create a risk analysis for critical areas and mitigation strategies.

— Conduct a Business Impact Analysis (BIA).

— Create a cost and benefit analysis based on the consequences of data unavailability.

3. Designing and developing

— Define the team structure and assign individual roles and responsibilities. For example,
different teams are formed for activities such as emergency response, damage assessment,
and infrastructure and application recovery.

— Design data protection strategies and develop infrastructure.

— Develop contingency scenarios.

Ccy resp ocedures
TUPdlse.com
i [

— Implement risk management and mitigation procedures that include backup, replication, and

management of resources.

— Prepare the disaster recovery sites that can be utilized if a disaster affects the primary data
center.

— Implement redundancy for every resource in a data center to avoid single points of
failure.

5. Training, testing, assessing, and maintaining

— Train the employees who are responsible for backup and replication of business-critical data
on a regular basis or whenever there is a modification in the BC plan

— Train employees on emergency response procedures when disasters are declared.

— Train the recovery team on recovery procedures based on contingency scenarios.

— Perform damage assessment processes and review recovery plans.

— Test the BC plan regularly to evaluate its performance and identify its limitations.

— Assess the performance reports and identify limitations.
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— Update the BC plans and recovery/restart procedures to reflect regular changes within the
data center.

3.1.4 Failure Analysis
3141 Single Point of Failure

» A single point of failure refers to the failure of a component that can terminate the
availability of the entire system or IT service.

» Fig 3.5 depicts a system setup in which an application, running on a VM, provides an
interface to the client and performs 1/O operations.

» The client is connected to the server through an IP network, the server is connected to
the storage array through a FC connection, an HBA installed at the server sends or
receives data to and from a storage array, and an FC switch connects the HBA to the
storage port

» In a setup where each component must function as required to ensure data

availability, t ildre ingle physical or virtual component causes the failure of the
e dat@ center or cati@n, resu ing ion o‘busir ions.

» In this example, Tailure of a hypervisor can affect all t%e running VMs and the virtual

network, which are hosted on it.

» The can be several similar single points of failure identified in this example. A VM, a
hypervisor, an HBA/NIC on the server, the physical server, the IP network, the FC switch,
the storage array ports, or even the storage array could be a potential single point of

failure. To avoid single points of failure, it is essential to implement a fault-tolerant

mechanism.
os os
M
[ Hypervisor |
= <)l N ==l
=1 krmr\h- ¥l i (07400 0] e ]|
Client IP Switch EEH FC Switch
Server

Storage Array

Fig 3.5: Single Point of Failure



Storage Area Networks Module-3

3142 Resolving Single Points of Failure
» To mitigate a single point of failure, systems are designed with redundancy, such that the
system will fail only if all the components in the redundancy group fail. This ensures that

the failure of a single component does not affect data availability.

» Data centers follow stringent guidelines to implement fault tolerance for uninterrupted
information availability. Careful analysis is performed to eliminate every single point of
failure.

» The example shown in Fig 3.6 represents all enhancements of the system shown in
Fig 3.5 in the infrastructure to mitigate single points of failure:

e Configuration of redundant HBAs at a server to mitigate single HBA failure
e Configuration of NIC (network interface card) teaming at a server allows protection
against single physical NIC failure. It allows grouping of two or more physical NICs

and treating them as a single logical device. NIC teaming eliminates the single point

i sociated gith a single physical NIC.
onf uraueptuwe tSoe asw@ I r |
Configurati multiple st arfay"perts tidfate awpBrt Taillire

e RAID and hot spare configuration to ensure continuous operation in the event of disk
failure

e Implementation of a redundant storage array at a remote site to mitigate local site
failure

e Implementing server (or compute) clustering, a fault-tolerance mechanism whereby
two or more servers in a cluster access the same set of data volumes. Clustered
servers exchange a heartbeat to inform each other about their health. If one of the
servers or hypervisors fails, the other server or hypervisor can take up the workload.

e Implementing a VM Fault Tolerance mechanism ensures BC in the event of a server
failure. This technique creates duplicate copies of each VM on another server so that
when a VM failure is detected, the duplicate VM can be used for failover. The two
VMs are kept in synchronization with each other in order to perform successful
failover.



Storage Area Networks Module-3
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Fig 3.6: Resolving single points of failure
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Servers are con d with one thto'the da refvi n ssio the data if
that path fails. Redundant paths eliminate the path to become single points of failure.

» Multiple paths to data also improve 1/O performance through load sharing and maximize
server, storage, and data path utilization.

» In practice, merely configuring multiple paths does not serve the purpose. Even with
multiple paths, if one path fails, I/O will not reroute unless the system recognizes that it
has an alternate path.

» Multipathing software provides the functionality to recognize and utilize alternate 1/0
path to data. Multipathing software also manages the load balancing by distributing 1/0s
to all available, active paths.

» In a virtual environment, multipathing is enabled either by using the hypervisor’s built-in

capability or by running a third-party software module, added to the hypervisor.
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3.1.5 BC Technology Solutions
After analyzing the business impact of an outage, designing appropriate solutions to recover
from a failure is the next important activity. One or more copies of the original data are
maintained using any of the following strategies, so that data can be recovered and business
operations can be restarted using an alternate copy:
1 Backup: Data backup is a predominant method of ensuring data availability. The
frequency of backup is determined based on RPO, RTO, and the frequency of data

changes.

2 Storage array-based replication (local): Data can be replicated to a separate
location within the same storage array. The replica is used independently for other
business operations. Replicas can also be used for restoring operations if data
corruption occurs.

3. Storage array-based replication (remote): Data in a storage array can be replicated
to another storage array located at a remote site. If the storage array is lost due to a

disaster, business operations can be started from the remote storage array.

VTUPulse.com
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3.2 Backup and Recovery

>

ups‘are perforfmed to se
n hivali These are @isc

Data Backup is a copy of production data, created and retained for the sole purpose
of recovering lost or corrupted data.

Evaluating the various backup methods along with their recovery considerations and
retention requirements is an essential step to implement a successful backup and
recovery solution.

Organizations generate and maintain large volumes of data, and most of the data is
fixed content. This fixed content is rarely accessed after a period of time. Still, this
data needs to be retained for several years to meet regulatory compliance.

Data archiving is the process of moving data that is no longer actively used, from
primary storage to a low-cost secondary storage. This data is retained in the
secondary storage for a long term to meet regulatory requirements. This reduces the

amount of data to be backed up and the time required to back up the data.

3.2.1 Backup Purpose

P ree p S.geisas ecoverCer i alﬁﬁ,
e

3211 Disaster Recovery

> Backups are performed to address disaster recovery needs.

» The backup copies are used for restoring data at an alternate site when the primary site

is incapacitated due to a disaster. Based on RPO and RTO requirements, organizations

use different backup strategies for disaster recovery.

» When a tape-based backup method is used as a disaster recovery strategy, the backup

tape media is shipped and stored at an offsite location. These tapes can be recalled for
restoration at the disaster recovery site.

Organizations with stringent RPO and RTO requirements use remote replication
technology to replicate data to a disaster recovery site. Organizations can bring

production systems online in a relatively short period of time if a disaster occurs.

3212 Operational Recovery
» Data in the production environment changes with every business transaction and

operation.

» Operational recovery is the use of backups to restore data if data loss or logical
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corruption occurs during routine processing.
» For example, it is common for a user to accidentally delete an important email or for a
file to become corrupted, which can be restored from operational backup.

3213 Archival
» Backups are also performed to address archival requirements.

» Traditional backups are still used by small and medium enterprises for long-term
preservation of transaction records, e- mail messages, and other business records
required for regulatory compliance.

Apart from addressing disaster recovery, archival, and operational requirements, backups serve
as a protection against data loss due to physical damage of a storage device, software failures,
or virus attacks. Backups can also be used to protect against accidents such as a deletion or

intentional data destruction.

3.2.2 Backup Methods
» Hot backup and cold backup are the two methods deployed for backup. They are

based on the state of the application when the backup is performed.

> tion is up and running, with users accessing their data
g the backup S els ale refomvlme
backup. e

» In a cold backup, the application is not active or shutdown during the backup process
and is also called as offline backup.

» The hot backup of online production data becomes more challenging because data is
actively used and changed.

» An open file is locked by the operating system and is not backed up during the backup
process. In such situations, an open file agent is required to back up the open file.

» In database environments, the use of open file agents is not enough, because the agent
should also support a consistent backup of all the database components.

» For example, a database is composed of many files of varying sizes occupying several
file systems. To ensure a consistent database backup, all files need to be backed up in
the same state. That does not necessarily mean that all files need to be backed up at the
same time, but they all must be synchronized so that the database can be restored with
consistency.

» The disadvantage associated with a hot backup is that the agents usually affect the

overall application performance.
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Consistent backups of databases can also be done by using a cold backup. This requires
the database to remain inactive during the backup. Of course, the disadvantage of a cold
backup is that the database is inaccessible to users during the backup process.

Hot backup is used in situations where it is not possible to shut down the database. This
is facilitated by database backup agents that can perform a backup while the database is
active. The disadvantage associated with a hot backup is that the agents usually affect
overall application performance.

A point-in-time (PIT) copy method is deployed in environments where the impact of
downtime from a cold backup or the performance resulting from a hot backup is
unacceptable. The PIT copy is created from the production volume and used as the
source for the backup. This reduces the impact on the production volume.

Certain attributes and properties attached to a file, such as permissions, owner, and other
metadata, also need to be backed up. These attributes are as important as the data itself
and must be backed up for consistency.

Backup of boot sector and partition layout information is also critical for successful

recover

> \n a'disaster recovery e nt, pare- | ery ( ) pin
ch adata, fsystemi i raS (Ed agol tign igurationsH| are

appropriately backed up for a full system recovery. BMR builds the base system, which
includes partitioning, the file system layout, the operating system, the applications, and
all the relevant configurations. BMR recovers the base system first, before starting the
recovery of data files. Some BMR technologies can recover a server onto dissimilar

hardware.
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3.2.3 Backup Topologies

» Three basic topologies are used in a backup environment:

1. Direct attached backup

2. LAN based backup, and

3. SAN based backup.

» A mixed topology is also used by combining LAN based and SAN based topologies.

» In a direct-attached backup, a backup device is attached directly to the client. Only
the metadata is sent to the backup server through the LAN. This configuration frees the
LAN from backup traffic.

» The example shown in Fig 3.7 device is directly attached and dedicated to the backup
client. As the environment grows, however, there will be a need for central
management of all backup devices and to share the resources to optimize costs. An
appropriate solution is to share the backup devices among multiple servers. Network-
based topologies (LAN-based and SAN-based) provide the solution to optimize the
utilization of backup devices.

Metadata Backup

| e Data
T A P TR PP o D o G000

. LAN

| I | ¢ ) VUL

HREEH ’ B v,

b spesiang TEIIN yyUL WV
Backup Application Server Backup
Server /Storage Node Device

/Backup Client

Fig 3.7: Direct-attached backup topology

» In LAN-based backup, the clients, backup server, storage node, and backup device are
connected to the LAN (see Fig 3.8). The data to be backed up is transferred from the
backup client (source), to the backup device (destination) over the LAN, which may
affect network performance.

» This impact can be minimized by adopting a number of measures, such as configuring
separate networks for backup and installing dedicated storage nodes for some

application servers.
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Fig 3.8: LAN-based backup topology
» The SAN-based backup is also known as the LAN-free backup. Fig 3.9 illustrates a

SAN-based backup. The SAN-based backup topology is the most appropriate solution

whe up deviee to be sh@red among the clients. In this case the backup
eirlEutse.com
> the exampl Fig 3.9, ntfse h 6 bewbéc p to the backup

device over the SAN. Therefore, the backup data traffic is restricted to the SAN, and

only the backup metadata is transported over the LAN. The volume of metadata is

insignificant when compared to the production data; the LAN performance is not

degraded in this configuration.
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h o e ————
HEE Metadata | |
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Backup Client

s
Storage
Node

Fig 3.9: SAN-based backup topology

» The emergence of low-cost disks as a backup medium has enabled disk arrays to be
attached to the SAN and used as backup devices. A tape backup of these data backups
on the disks can be created and shipped offsite for disaster recovery and long-term
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retention.
> The mixed topology uses both the LAN-based and SAN-based topologies, as shown in
Fig 3.10. This topology might be implemented for several reasons, including cost,

server location, reduction in administrative overhead, and performance considerations.
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3 2.4 Backup Technologies
A wide range of technology solutions are currently available for backup targets.

» Tapes and disks are the two most commonly used backup media. Virtual tape libraries
use disks as backup medium emulating tapes, providing enhanced backup and recovery
capabilities.

3.24.1 Backup to Tape
» Tapes, a low-cost technology, are used extensively for backup. Tape drives are used to

read/write data from/to a tape cartridge. Tape drives are referred to as sequential, or
linear, access devices because the data is written or read sequentially.

» A tape cartridge is composed of magnetic tapes in a plastic enclosure.

» Tape Mounting is the process of inserting a tape cartridge into a tape drive. The tape
drive has motorized controls to move the magnetic tape around, enabling the head to
read or write data.

» Several types of tape cartridges are available. They vary in size, capacity, shape,

number of reels, density, tape length, tape thickness, tape tracks, and supported speed.
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Physical Tape Library

>

The physical tape library provides housing and power for a number of tape drives
and tape cartridges, along with a robotic arm or picker mechanism.

The backup software has intelligence to manage the robotic arm and entire backup
process. Fig 3-14 shows a physical tape library.

Tape drives read and write data from and to a tape. Tape cartridges are placed in the
slots when not in use by a tape drive. Robotic arms are used to move tapes around
the library, such as moving a tape drive into a slot.

Drives

Power Systems I I

Server Class Main Controller
I/0 Management Unit

Front View Back View
Fig 3.11: Physical tape library
Another type of slot called a mail or import/export slot is used to add or remove tapes

from the library without opening the access doors (Fig 3.11 Front View) because
opening the access doors causes a library to go offline.

In addition, each physical component in a tape library has an individual element address
that is used as an addressing mechanism for moving tapes around the library.

When a backup process starts, the robotic arm is instructed to load a tape to a tape
drive. This process adds to the delay to a degree depending on the type of hardware
used, but it generally takes 5 to 10 seconds to mount a tape. After the tape is mounted,
additional time is spent to position the heads and validate header information. This total
time is called load to ready time, and it can vary from several seconds to minutes.

The tape drive receives backup data and stores the data in its internal buffer. This
backup data is then written to the tape in blocks. During this process, it is best to ensure
that the tape drive is kept busy continuously to prevent gaps between the blocks. This is
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accomplished by buffering the data on tape drives.

» The speed of the tape drives can also be adjusted to match data transfer rates.

» Tape drive streaming or multiple streaming writes data from multiple streams on a
single tape to keep the drive busy. Shown in Fig 3.12, multiple streaming improves
media performance, but it has an associated disadvantage. The backup data is

interleaved because data from multiple streams is written on it.

Data from
Stream 1 Data from
M Stream 2 Data from

\ | Stream 3
| 7

Fig 3.12: Physical tape library
» Many times, even the buffering and speed adjustment features of a tape drive fail to

Tape

prevent the gaps, causing the “shoe shining effect” or “backhitching.” This is the
repeated back and forth motion a tape drive makes when there is an interruption in the

backup data stream. This repeated back-and-forth motion not only causes a degradation

of serwi t@lso excessivg wear and féar to tapes.
VIR s e com:
ounted. T otictarm is nstr t e the ounted tape back to the
slot. Rewind time can range from several seconds to minutes.

» When a restore is initiated, the backup software identifies which tapes are required. The
robotic arm is instructed to move the tape from its slot to a tape drive. If the required
tape is not found in the tape library, the backup software displays a message, instructing
the operator to manually insert the required tape in the tape library.

» When a file or a group of files require restores, the tape must move sequentially to the
beginning of the data before it can start reading. This process can take a significant
amount of time, especially if the required files are recorded at the end of the tape.

» Modern tape devices have an indexing mechanism that enables a tape to be fast
forwarded to a location near the required data.

Limitations of Tape
» Tapes must be stored in locations with a controlled environment to ensure preservation

of the media and prevent data corruption.
» Data access in a tape is sequential, which can slow backup and recovery operations.

» Physical transportation of the tapes to offsite locations also adds management overhead.
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3.24.2 Backup to Disk
» Because of increased availability, low cost disks have now replaced tapes as the

primary device for storing backup data because of their performance advantages.
Backup-to-disk systems offer ease of implementation, reduced TCO (Total cost of
ownership), and improved quality of service. Disks also offer faster recovery when
compared to tapes.

» Backing up to disk storage systems offers clear advantages due to their inherent
random access and RAID-protection capabilities.

» Fig 3.13 illustrates a recovery scenario comparing tape versus disk in a Microsoft
Exchange environment that supports 800 users with a 75 MB mailbox size and a 60
GB database. As shown, a restore from disk took 24 minutes compared to the restore
from a tape, which took 108 minutes for the same environment.

» Recovering from a full backup copy stored on disk and kept onsite provides the fastest
recovery solution. Using a disk enables the creation of full backups more frequently,
which in turn improves RPO and RTO.

r any inherent offsite capability, and is dependent on other

isk does n e
me backup ctsialso reQuis@ additi essanchlieen support backup

to disk, which may also require additional configuration steps, including creation of

RAID groups and file system tuning. These activities are not usually performed by a

backup administrator.

Disk 24
Backup/Restore | Minutes

Tape 108
Backup /Restore Minutes

1 || 1 1 1 1 1 1 1 1 || 1
1] i0 20 30 40 50 60 7O BD 90 100 110 120

Recovery Time in Minutes
Fig 3.13: Tape versus Disk restore

3.24.3 Backup to Virtual Tape
» Virtual tapes are disk drives emulated and presented as tapes to the backup software.

» The key benefit of using a virtual tape is that it does not require any additional
modules, configuration, or changes in the legacy backup software. This preserves the

investment made in the backup software.
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Virtual Tape Library
» A virtual tape library (VTL) has the same components as that of a physical tape library

except that the majority of the components are presented as virtual resources.

» For the backup software, there is no difference between a physical tape library and a
virtual tape library.

» Fig 3.14 shows a virtual tape library that uses disks as backup media. Emulation
software has a database with a list of virtual tapes, and each virtual tape is assigned a
portion of a LUN on the disk. A virtual tape can span multiple LUNSs if required.

» File system awareness is not required while backing up because virtual tape solutions
use raw devices.

» Similar to a physical tape library, a robot mount is performed when a backup process
starts in a virtual tape library. However, unlike a physical tape library, where this
process involves some mechanical delays, in a virtual tape library it is almost

instantaneous. Even the load to ready time is much less than in a physical tape library.

» After the virtual tape is mounted and the tape drive is positioned, the virtual tape is
rea d, a data cangbe written to it. Unlike a physical tape library,
hefvirtual tape library i otje byt ininﬁcu m

> en the operatien’ is Gomple css ware @iss mmand and

then the tape can be unmounted. This rewind is also instantaneous.

» The virtual tape is then unmounted, and the virtual robotic arm is instructed to move it
back to a virtual slot.

» The steps to restore data are similar to those in a physical tape library, but the restore
operation is instantaneous. Even though virtual tapes are based on disks, which provide
random access, they still emulate the tape behavior.

» Virtual tape library appliances offer a number of features that are not available with
physical tape libraries.

» Some virtual tape libraries offer multiple emulation engines configured in an active
cluster configuration. An engine is a dedicated server with a customized operating
system that makes physical disks in the VTL appear as tapes to the backup application.
With this feature, one engine can pick up the virtual resources from another engine in
the event of any failure.

» Replication over IP is available with most of the virtual tape library appliances. This

feature enables virtual tapes to be replicated over an inexpensive IP network to a remote
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site.

Connecting the engines of a virtual tape library appliance to a physical tape library
enables the virtual tapes to be copied onto the physical tapes, which can then be sent to
a vault or shipped to an offsite location.

Using virtual tapes offers several advantages over both physical tapes and disks.
Compared to physical tapes, virtual tapes offer better single stream performance, better
reliability, and random disk access characteristics.

Backup and restore operations benefit from the disk’s random access characteristics
because they are always online and provide faster backup and recovery.

A virtual tape drive does not require the usual maintenance tasks associated with a
physical tape drive, such as periodic cleaning and drive calibration.

Compared to backup-to-disk devices, a virtual tape library offers easy installation and
administration because it is preconfigured by the manufacturer.

However, a virtual tape library is generally used only for backup purposes. In a backup-

to-disk environment, the disk systems are used for both production and backup data.
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Fig 3.14: Virtual Tape Library
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3.24.4 Backup Targets Comparison
Table 3.2 shows a comparison between various backup targets.
FEATURES TAPE DISK VIRTUAL TAPE
Offsite Replication No Yes Yes
Capabilities
Reliability Mo inherent Yos Yas
protection
methods
Performance Subject to Faster single Faster single
mechanical stream stream
operations,
loading time
Use Backup only Multiple (backup, Backup only
production)

Table 3.2: Backup targets comparison
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ay e pointer is

» Data deduplication helps to reduce the storage requirement for backup, shorten the

3.25.1

>
>

Data Deduplication Methods

backup window, and remove the network burden. It also helps to store more backups on

the disk and retain the data on the disk for a longer time.

There are two methods of deduplication: file level and subfile level.

The differences exist in the amount of data reduction each method produces and the

time each approach takes to determine the unique content.

File-level deduplication (also called single-instance storage) detects and removes

redundant copies of identical files. It enables storing only one copy of the file; the

subsequent copies are replaced with a pointer that points to the original file.

File-level deduplication is simple and fast but does not address the problem of

duplicate content inside the files. For example, two 10-MB PowerPoint presentations

with a difference in just the title page are not considered as duplicate files, and each

file will be stored separately.
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Subfile deduplication breaks the file into smaller chunks and then uses a specialized
algorithm to detect redundant data within and across the file. As a result, subfile
deduplication eliminates duplicate data across files.

There are two forms of subfile deduplication: fixed-length block and variable-length
segment.

The fixed-length block deduplication divides the files into fixed length blocks and uses
a hash algorithm to find the duplicate data.

Although simple in design, fixed-length blocks might miss many opportunities to
discover redundant data because the block boundary of similar data might be different.
Consider the addition of a person’s name to a document’s title page. This shifts the
whole document, and all the blocks appear to have changed, causing the failure of the
deduplication method to detect equivalencies.

In variable-length segment deduplication, if there is a change in the segment, the
boundary for only that segment is adjusted, leaving the remaining segments
unchanged. This method vastly improves the ability to find duplicate data segments
compared to fixed-block.

V LURWlse.com

Deduplication for backup can happen at the data source or the backup target.

Source-Based Data Deduplication

>

Source-based data deduplication eliminates redundant data at the source before it
transmits to the backup device.

Source-based data deduplication can dramatically reduce the amount of backup data
sent over the network during backup processes. It provides the benefits of a shorter
backup window and requires less network bandwidth. There is also a substantial
reduction in the capacity required to store the backup images.

Fig 3.15 shows source-based data deduplication.

Source-based deduplication increases the overhead on the backup client, which
impacts the performance of the backup and application running on the client.
Source-based deduplication might also require a change of backup software if it is not

supported by backup software.
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Deduplication at Source
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Fig 3.15: Source-based data deduplication
Target-Based Data Deduplication

» Target-based data deduplication is an alternative to source-based data deduplication.

» Target-based data deduplication occurs at the backup device, which offloads the
backup client from the deduplication process.

» Fig 3.16 shows target-based data deduplication.

» In this case, the backup client sends the data to the backup device and the data is

deduplicated at the backui device, either immediately (inline) or at a scheduled time

(pOst-process).
> cause deduplicationfoccurs targ I ckip 0 Be transterred

over the network, which increases network bandwidth requirements. Target-based data
deduplication does not require any changes in the existing backup software.

» Inline deduplication performs deduplication on the backup data before it is stored on
the backup device. Hence, this method reduces the storage capacity needed for the
backup.

» Inline deduplication introduces overhead in the form of the time required to identify
and remove duplication in the data. So, this method is best suited for an environment
with a large backup window.

» Post-process deduplication enables the backup data to be stored or written on the
backup device first and then deduplicated later.

» This method is suitable for situations with tighter backup windows. However, post-
process deduplication requires more storage capacity to store the backup images

before they are deduplicated.
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3.2.6 Backup in Virtualized Environments

» There are two approaches for performing a backup in a virtualized environment: the
traditional backup approach and the image-based backup approach.

» In the traditional backup approach, a backup agent is installed either on the virtual

)gor ongihe rvisor.
I.. U CESE..COLY)
he backup s installed , péars alfserver t0 the

agent. The backup agent installed on the VM backs up the VM data to the backup

device. The agent does not capture VM files, such as the virtual BIOS file, VM swap
file, logs, and configuration fi les. Therefore, for a VM restore, a user needs to manually
re-create the VM and then restore data onto it.

» If the backup agent is installed on the hypervisor, the VMs appear as a set of files to the
agent. So, VM files can be backed up by performing a file system backup from a
hypervisor. This approach is relatively simple because it requires having the agent just
on the hypervisor instead of all the VMs.

» The traditional backup method can cause high CPU utilization on the server being
backed up.

» So the backup should be performed when the server resources are idle or during a low
activity period on the network.

» And also allocate enough resources to manage the backup on each server when a large

number of VMSs are in the environment.
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Backup agent runs Backup agent runs
on each VM on Hypervisor

Fig 3.17: Traditional VM backup

» Image-based backup operates at the hypervisor level and essentially takes a snapshot of
the VM.

» It creates a copy of the guest OS and all the data associated with it (snapshot of VM disk

files), including the VM state and application configurations. The backup is saved as a

single file called an “image,” and this image is mounted on the separate physical

machine—proxy server, which acts as a backup client.

The backup software then backs up these image files normally. (see Fig 3.18).

Thigeffegtively offlgad backup processing the Vi ntlﬂn the
on [the proxy/'senver, thu r S@mgac@@u ing on the

hypervisor.

» Image-based backup enables quick restoration of a VM.

>
>

Hypervisor

Backup
Device

Proy Server

Application Server Storage

Fig 3.18: Image-based backup
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MODULE 4

CLOUD COMPUTING CHARACTERISTICS AND BENEFITS

4.1 Drivers for cloud computing
» Business requirements

e Transformation of IT processes to achieve more with less
e Dbetter agility and higher availability at reduced expenditures
e Reduced time-to-market
e Accelerated pace of innovation
> IT challenges to meet business requirements are:

e Serving customers worldwide round the clock, refreshing technology quickly,
faster provisioning of IT resources-all at reduced cost.

» These challenges are addressed with the emergence of cloud computing.

putihg isul PaMb US, emenion-d nmcess
0 igurable ti u e@., orksy”'serversy® stofage,

applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction.

4.3 Characteristics of Cloud Computin

Cloud infrastructure should have five essential characteristics:

» On-demand self-service: A consumer can unilaterally provision computing
capabilities, such as server time and network storage, as needed, automatically
without requiring human interaction with each service provider.

A cloud service provider publishes a service catalogue, which contains
information about all cloud services available to consumers. The service catalogue
includes information about service attributes, prices, and request processes.
Consumers view the service catalogue via a web-based user interface and use it to
request for a service. Consumers can either leverage the “ready-to-use” services or
change a few service parameters to customize the services.

» Broad network access: Capabilities are available over the network and accessed
through standard mechanisms that promote use by heterogeneous thin or thick client
platforms (for example, mobile phones, tablets, laptops, and workstations).
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» Resource pooling: The provider’s computing resources are pooled to serve multiple
consumers using a multitenant model, with different physical and virtual resources
dynamically assigned and reassigned according to consumer demand. There is a
sense of location independence in that the customer generally has no control or
knowledge over the exact location of the provided resources but may be able to
specify location at a higher level of abstraction (for example, country, state, or data
center). Examples of resources include storage, processing, memory, and network
bandwidth.

» Rapid elasticity: Capabilities can be elastically provisioned and released, in some
cases automatically, to scale rapidly outward and inward commensurate with
demand. To the consumer, the capabilities available for provisioning

» Measured service: Cloud systems automatically control and optimize resource use
by leveraging a metering capability at some level of abstraction appropriate to the
type of service (for example, storage, processing, bandwidth, and active user
accounts). Resource usage can be monitored, controlled, and reported, providing
transparency for both the provider and consumer of the utilized service.

[ | N R A NN A

Reduced IT cost * Reduces the up-front capital expenditure (CAPEX)

* Provides the ability to deploy new resources quickly

Business agility « Enables businesses to reduce time-to-market

» Enables consumers to scale up, scale down, scale out, or
scale in the demand for computing resources easily

* Consumers can unilaterally and automatically scale
computing resources

Flexible scaling

* Ensures resource availability at varying levels, depending

Eis g e et on consumer’s policy and priority

Fig 4.1: Cloud enabling technologies
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4.5 Cloud Enabling Technologies

* Form of distributed computing
Enables resources of numerous computers in a network to
work on a single task at the same time

Grid computing

» Service provisioning model that offers computing resources as

UtilorCompHHTE a metered service

* Abstracts physical characteristics of IT resources from resource
users

* Enables resource pooling and creating virtual resources from
pooled resources

Virtualization

Service-oriented
architecture
(SOA)

* Provides a set of services that can communicate with each
other

Cloud enabling Technologies

MEL P ]seyeom

Cloud service offerings are classified primarily into three models:
e Infrastructure-as-a-Service (laaS),
e Platform-as-a-Service (PaaS),
e Software-as-a-Service (SaaS).

4.6.1 Infrastructure-as-a-Service

» The capability provided to the consumer is to provision processing, storage,
networks, and other fundamental computing resources where the consumer is able to
deploy and run arbitrary software, which can include operating systems and
applications.

» The consumer does not manage or control the underlying cloud infrastructure but has
control over operating systems and deployed applications; and possibly limited
control of select networking components (for example, host firewalls).

» laaS is the base layer of the cloud services stack (see Fig 4.3[a]). It serves as the
foundation for both the SaaS and PaaS layers.

» Amazon Elastic Compute Cloud (Amazon EC2) is an example of laaS that provides
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scalable compute capacity, on-demand, in the cloud. It enables consumers to leverage

Amazon’s massive computing infrastructure with no up-front capital investment.

(2) Lans Model
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Fig 4.3 laas, Paas, and SaaS models

4.6.2 Platform-as-a-Service

>

The capability provided to the consumer is to deploy onto the cloud infrastructure
consumer-created or acquired applications created using programming languages,
libraries, services, and tools supported by the provider.

The consumer does not manage or control the underlying cloud infrastructure
including network, servers, operating systems, or storage, but has control over the
deployed applications and possibly confi guration settings for the application-hosting
environment. (See Fi 4.3 [b]).

Paas is also used as an application development environment, offered as a service by
the cloud service provider.

The consumer may use these platforms to code their applications and then deploy the
applications on the cloud.

Because the workload to the deployed applications varies, the scalability of
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computing resources is usually guaranteed by the computing platform, transparently.

4.6.3 Software-as-a-Service

>

The capability provided to the consumer is to use the provider’s applications
running on a cloud infrastructure.

The applications are accessible from various client devices through either a thin client
interface, such as a web browser (for example, web-based e-mail), or a program
interface.

The consumer does not manage or control the underlying cloud infrastructure
including network, servers, operating systems, storage, or even individual application
capabilities, with the possible exception of limited user-specifi ¢ application
configuration settings. ( Fig 4.3[c]).

In a SaaS model, applications, such as customer relationship management (CRM), e-

mail, and instant messaging (IM), are offered as a service by the cloud service

proyi
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>

. The consumers may be allowed to change a few application configuration settings to
customize the applications.

EMC Mozy is an example of SaaS. Consumers can leverage the Mozy console to
perform automatic, secured, online backup and recovery of their data with ease.
Salesforce.com is a provider of SaaS-based CRM applications, such as Sales Cloud
and Service Cloud.Google App Engine and Microsoft Windows Azure Platform are

examples of PaasS.

4.7 Cloud Deployment Models

Cloud computing is classified into four deployment models : public, private, community, and

hybrid — which provide the basis for how cloud infrastructures are constructed and

consumed.

4.7.1 Public Cloud

>

In a public cloud model, the cloud infrastructure is provisioned for open use by the
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general public. It may be owned, managed, and operated by a business, academic, or
government organization, or some combination of them.

It exists on the premises of the cloud provider.

Consumers use the cloud services offered by the providers via the Internet and pay
metered usage charges or subscription fees.

An advantage of the public cloud is its low capital cost with enormous scalability.
However, for consumers, these benefits come with certain risks: no control over the
resources in the cloud, the security of confidential data, network performance, and
interoperability issues.

Popular public cloud service providers are Amazon, Google, and Salesforce.com.
Fig 4.2 shows a public cloud that provides cloud services to organizations and

individuals.

Enterprise P Enterprise Q

Cloud Service Provider’s
Resources
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Fig 4.4 public cloud

4.7.2 Private Cloud

>

>

In a private cloud model, the cloud infrastructure is provisioned for exclusive use by a single
organization comprising multiple consumers (for example, business units).
It may be owned, managed, and operated by the organization, a third party, or some

combination of them, and it may exist on or off premises.
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» Following are two variations to the private cloud model:

1 On-premise private cloud: The on-premise private cloud, also known as
internal cloud, is hosted by an organization within its own data centers (see
Fig 4.5[a]). This model enables organizations to standardize their cloud
service management processes and security, although this model has
limitations in terms of size and resource scalability.

2 Externally hosted private cloud: This type of private cloud is hosted external
to an organization (see Fig 4.4[b]) and is managed by a third party
organization. The third-party organization facilitates an exclusive cloud
environment for a specifi ¢ organization with full guarantee of privacy and

confi dentiality.

(b) Extemnally Hosted Private Cloud

Fig 4.4 On-premise and externally hosted private clouds
4.7.3 Community Cloud

» In a community cloud model, the cloud infrastructure is provisioned for exclusive use
by a specific community of consumers from organizations that have shared concerns.

> It may be owned, managed, and operated by one or more of the organizations in the
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community, a third party, or some combination of them, and it may exist on or off
premises. (Fig 4.5).

> In a community cloud, the costs spread over to fewer consumers than a public cloud.
Hence, this option is more expensive but might offer a higher level of privacy,
security, and compliance.

» The community cloud also offers organizations access to a vast pool of resources
compared to the private cloud.

» An example in which a community cloud could be useful is government agencies. If
various agencies within the government operate under similar guidelines, they could

all share the same infrastructure and lower their individual agency’s investment.
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Fig 4.5 Community cloud

4.7.4 Hybrid Cloud

> In a hybrid cloud model, the cloud infrastructure is a composition of two or more
distinct cloud infrastructures (private, community, or public) that remain unique
entities, but are bound together by standardized or proprietary technology that enables
data and application portability (for example, cloud bursting for load balancing
between clouds).

» The hybrid model allows an organization to deploy less critical applications and data
to the public cloud, leveraging the scalability and cost-effectiveness of the public
cloud.

» The organization’s mission-critical applications and data remain on the private cloud

that provides greater security. Fig 4.6 shows an example of a hybrid cloud.
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Enterprise Q
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Fig 4.6 Hybrid cloud

4.8 Cloud Computing Infrastructure

A cloud computing infrastructure is the collection of hardware and software that enables the
five essential characteristics of cloud computing. Cloud computing infrastructure usually

consists of the following layers:

- ulse com
irtuabinfr re °

v Applications and platform software

v Cloud management and service creation tools

The resources of these layers are aggregated and coordinated to provide cloud services to the
consumers (see Fig 4.6).

4.8.1 Physical infrastructure

» The physical infrastructure consists of physical computing resources, which include
physical servers, storage systems, and networks.

» Physical servers are connected to each other, to the storage systems, and to the clients
via networks, such as IP, FC SAN, IP SAN, or FCoE networks.

» Cloud service providers may use physical computing resources from one or more data
centers to provide services.

> If the computing resources are distributed across multiple data centers, connectivity
must be established among them.
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» The connectivity enables the data centers in different locations to work as a single

large data center.

» This enables migration of business applications and data across data centers and

provisioning cloud services using the resources from multiple data centers.
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Fig 4.7 Cloud infrastructure layers

4.8.2 Virtual Infrastructure

>

Cloud service providers employ virtualization technologies to build a virtual
infrastructure layer on the top of the physical infrastructure.

Virtualization enables fulfilling some of the cloud characteristics, such as resource
pooling and rapid elasticity.

It also helps reduce the cost of providing the cloud services.

Some cloud service providers may not have completely virtualized their physical
infrastructure yet, but they are adopting virtualization for better efficiency and
optimization.

Virtualization abstracts physical computing resources and provides a consolidated
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view of the resource capacity.

» The consolidated resources are managed as a single entity called a resource pool.

> For example, a resource pool might group CPUs of physical servers within a cluster.

» The capacity of the resource pool is the sum of the power of all CPUs (for example,
10,000 megahertz) available in the cluster.

> In addition to the CPU pool, the virtual infrastructure includes other types of resource
pools, such as memory pool, network pool, and storage pool.

» Apart from resource pools, the virtual infrastructure also includes identity pools, such
as VLAN ID pools and VSAN ID pools.

» The number of each type of pool and the pool capacity depend on the cloud service
provider’s requirement to create different cloud services.

» Virtual infrastructure also includes virtual computing resources, such as virtual
machines, virtual storage volumes, and virtual networks.

» These resources obtain capacities, such as CPU power, memory, network bandwidth,
and storage space from the resource pools.
Virtual hetworks @ ingmetWogksidengifiers, suchsas,V I AN
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» Virtual computing resources are used for creating cloud infrastructure services.

4.8.3 Applications and Platform Software

» This layer includes a suite of business applications and platform software, such as the
OS and database.

» Platform software provides the environment on which business applications run.

> Applications and platform software are hosted on virtual machines to create SaaS and
PaaS. For SaaS, both the application and platform software are provided by cloud
service providers.

> In the case of PaaS, only the platform software is provided by cloud service providers;
consumers export their applications to the cloud.
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4.9 Cloud Adoption Considerations

Following are some key considerations for cloud adoption:

> Selection of a deployment model: Risk versus convenience is a key consideration for
deciding on a cloud adoption strategy. This consideration also forms the basis for
choosing the right cloud deployment model. A public cloud is usually preferred by
individuals and start-up businesses. The tier lapplications should run on the private
cloud, whereas less critical applications such as backup, archive, and testing can be
deployed in the public cloud.

» Application suitability: Not all applications are good candidates for a public cloud.
If an application workload is network traffi c-intensive, its performance might not be
optimal if deployed in the public cloud. Also if the application communicates with
other data center resources or applications, it might experience performance issues.

» Financial advantage: A careful analysis of financial benefits provides a clear picture
about the cost-savings in adopting the cloud. The analysis should compare both the
Total Cost of Ownership (TCO) and the Return on Investment (ROI) in the cloud and
noncloud environment and identify the potential cost benefit. While calculating TCO

nization individuals should consider the expenditure to deploy and
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» Selection of a cloud service provider: The selection of the provider is important for
a public cloud. Consumers need to fi nd out how long and how well the provider has
been delivering the services. They also need to determine how easy it is to add or
terminate cloud services with the service provider. The consumer should know how
easy it is to move to another provider, when required. They must assess how the
provider fulfills the security, legal, and privacy requirements. They should also check
whether the provider offers good customer service support.

» Service-level agreement (SLA): Cloud service providers typically mention quality
of service (QoS) attributes such as throughput and uptime, along with cloud services.
The QoS attributes are generally part of an SLA, which is the service contract
between the provider and the consumers. The SLA serves as the foundation for the
expected level of service between the consumer and the provider. Before adopting the
cloud services, consumers should check whether the QoS attributes meet their
requirements.
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MODULE 5

SECURING AND MANAGING STORAGE INFRASTRUCTURE

5.1 Information Security Framework

The basic information security framework is built to achieve four security goals:
confidentiality, integrity, and availability (CIA), along with accountability. This framework
incorporates all security standards, procedures, and controls, required to mitigate threats in
the storage infrastructure environment.

» Confidentiality: Provides the required secrecy of information and ensures that only
authorized users have access to data. This requires authentication of users who need to
access information.

> Integrity: Ensures that the information is unaltered. Ensuring integrity requires
detection of and protection against unauthorized alteration or deletion of information.

Ensuring integrity stipulates measures such as error detection and correction for both

data and systems.
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[

systems, data, and applications residing on these systems. Availability requires
protection against unauthorized deletion of data and denial of service. Availability
also implies that sufficient resources are available to provide a service.

» Accountability service: Refers to accounting for all the events and operations that
take place in the data center infrastructure. The accountability service maintains a log

of events that can be audited or traced later for the purpose of security.

5.2 Risk Triad

Risk triad defines risk in terms of threats, assets, and vulnerabilities. They are considered
from the perspective of risk identification and control analysis.

2.2.1 Assets

» Information is one of the most important assets for any organization. Other assets include

hardware, software, and other infrastructure components required to access the

information.
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>

To protect these assets, organizations must develop a set of parameters to ensure the
availability of the resources to authorized users and trusted networks. These parameters
apply to storage resources, network infrastructure, and organizational policies.

Security methods have two objectives.

o The first objective is to ensure that the network is easily accessible to authorized
users. It should also be reliable and stable under disparate environmental
conditions and volumes of usage.

o The second objective is to make it difficult for potential attackers to access and
compromise the system.

The security methods should provide adequate protection against unauthorized access,
viruses, worms, trojans, and other malicious software programs.

Security measures should also include options to encrypt critical data and disable unused
services to minimize the number of potential security gaps.

The security method must ensure that updates to the operating system and other software

Pulse.com

are installed regularly

» Attacks can be classified as active or passive.

o Passive attacks are attempts to gain unauthorized access into the system. They
pose threats to confidentiality of information.

o Active attacks include data modification, denial of service (DoS), and
repudiation attacks. They pose threats to data integrity, availability, and
accountability. Denial of service (DoS) attacks prevent legitimate users from
accessing resources and services. Repudiation is an attack against the
accountability of information. It attempts to provide false information by
either impersonating someone or denying that an event or a transaction has

taken place.

5.2.3 Vulnerabilities

» The paths that provide access to information are often vulnerable to potential attacks.

» Each of the paths may contain various access points, which provide different levels of

access to the storage resources.
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> It is important to implement adequate security controls at all the access points on an

access path.
> Implementing security controls at each access point of every access path is known as

defense in depth.
» Attack surface, attack vector, and work factor are the three factors to consider when
assessing the extent to which an environment is vulnerable to security threats.
o An Attack surface refers to the various entry points that an attacker can use to
launch an attack.
o An attack vector is a step or a series of steps necessary to complete an attack.
o Work factor refers to the amount of time and effort required to exploit an

attack vector.

5.3 Storage Security Domains

> To identify the threats that apply to a storage network, access paths to data storage can be

categ to three security domains; application access, management access, and
ckip, replication, a :
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Fig 5.1: Storage security domains

» The first security domain involves application access to the stored data through the

storage network.
» The second security domain includes management access to storage and interconnect
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devices and to the data residing on those devices. This domain is primarily accessed by
storage administrators who configure and manage the environment.
» The third domain consists of backup, replication, and archive access. Along with the

access points in this domain, the backup media also needs to be secured.

2.3.1 Securing the Application Access Domain

» The application access domain may include only those applications that access the data
through the file system or a database interface.

» An important step to secure the application access domain is to identify the threats in the
environment and appropriate controls that should be applied.

» Implementing physical security is also an important consideration to prevent media theft.

» Fig 5.2 shows application access in a storage networking environment.
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Fig 5.2: Security threats in an application access domain
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>

Host A can access all V1 volumes; host B can access all V2 volumes. These volumes are
classified according to the access level, such as confidential, restricted, and public.

Some of the possible threats in this scenario could be host A spoofing the identity or
elevating to the privileges of host B to gain access to host B’s resources. Another threat
could be that an unauthorized host gains access to the network; the attacker on this host
may try to spoof the identity of another host and tamper with the data, snoop the
network, or execute a DoS attack.

Also any form of media theft could also compromise security. These threats can pose

several serious challenges to the network security; therefore, they need to be addressed.

5.3.2 Securing the Management Access Domain

>

Management access, whether monitoring, provisioning, or managing storage resources,
is associated with every device within the storage network.
Most management software supports some form of CLI, system management console, or

a web-based interface. Implementing appropriate controls for securing storage

anagement application porta cause the damage that can_be caused by using
t applicatiofs cantbe Oorg extéen e§
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Fig 5.3 depicts a storage networking environment in which production hosts are

connected to a SAN fabric and are accessing production storage array A, which is

connected to remote storage array B for replication purposes. This configuration has a
storage management platform on Host A.

A possible threat in this environment is an unauthorized host spoofing the user or host
identity to manage the storage arrays or network. For example, an unauthorized host may
gain management access to remote array B.

Providing management access through an external network increases the potential for an
unauthorized host or switch to connect to that network. In such circumstances,
implementing appropriate security measures prevents certain types of remote
communication from occurring.

Using secure communication channels, such as Secure Shell (SSH) or Secure Sockets
Layer (SSL)/Transport Layer Security (TLS), provides effective protection against these
threats.

Event log monitoring helps to identify unauthorized access and unauthorized changes

to the infrastructure.



Storage Area Networks Module-5

» The administrator’s identity and role should be secured against any spoofing attempts so
that an attacker cannot manipulate the entire storage array and cause intolerable data loss

by reformatting storage media or making data resources unavailable.
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Fig 5.3: Security threats in a management access domain

5.3.3 Securing Backup. Replication and Archive

> Backup, replication, and archive is the third domain that needs to be secured against an
attack.
> A backup involves copying the data from a storage array to backup media, such as tapes

or disks.
» Securing backup is complex and is based on the backup software that accesses the
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storage arrays.

> It also depends on the configuration of the storage environments at the primary and
secondary sites, especially with remote backup solutions performed directly on a remote
tape device or using array-based remote replication.

» Organizations must ensure that the disaster recovery (DR) site maintains the same level
of security for the backed up data.

» Protecting the backup, replication, and archive infrastructure requires addressing several
threats, including spoofing the legitimate identity of a DR site, tampering with data,
network snooping, DoS attacks, and media theft. Such threats represent potential
violations of integrity, confidentiality, and availability.

> Fig 5.4 illustrates a generic remote backup design whereby data on a storage array is
replicated over a DR network to a secondary storage at the DR site.

» The physical threat of a backup tape being lost, stolen, or misplaced, especially if the
tapes contain highly confi dential information, is another type of threat. Backup-to-tape
applications are vulnerable to severe security implications if they do not encrypt data
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X Unauthorized Access

Fig 5.4: Security threats in a backup, replication, and archive environment
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5.4 Security solutions for FC-SAN, IP-SAN. NAS Environment

2.4.1 FC-SAN

» Traditional FC SANs have an inherent security advantage over IP-based networks.
» An FC SAN is configured as an isolated private environment with fewer nodes than
an IP network.

EC SAN Security Architecture
» Storage networking environments are a potential target for unauthorized access, theft,

and misuse because of the vastness and complexity of these environments. Therefore,
security strategies are based on the defense in depth concept, which recommends
multiple integrated layers of security. This ensures that the failure of one security
control will not compromise the assets under protection.

> Fig 5.5 illustrates various levels (zones) of a storage networking environment that

must be secured and the security measures that can be deployed.
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Switch = YW Distance WAN
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Security Zone G
Switch - Storage

Fig 5.5: FC SAN security architecture
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> Table 5.1 provides a comprehensive list of protection strategies that must be
implemented in various security zones. Some of the security mechanisms listed in
Table 5.1 are not specific to SAN but are commonly used data center techniques. For
example, two-factor authentication is implemented widely; in a simple
implementation it requires the use of a username/password and an additional security

component such as a smart card for authentication.

Table 5.1 : list of protection strategies

SECURITY ZONES PROTECTION STRATEGIES

Zone A (Authentication (a) Restrict management LAN access to authorized users

at the Management (lock down MAC addresses); (b) implement VPN tun-

Console) neling for secure remote access to the management
LAN; and (c) use two-factor authentication for network
access.

Zone B (Firewall) Block inappropriate traffic by (a) filtering out addresses

that should not be allowed on your LAN; and (b)
screening for allowable protocols, block ports that are

not in use.
Zone C (Access Authenticate users/administrators of FC switches using
Control-Switch) Remote Authentication Dial In User Service (RADIUS),
DH-CHAP (Diffie-Hellman Challenge Handshake
Authentication Protocol), and so on.

SECURITY IONES PROTECTION STRATEGIES

Zone D (Host to switch) Restrict Fabric access to legitimate hosts by (a) imple-
menting ACLs: Known HBAs can connect on specific
switch ports only; and (b) implementing a secure zon-
ing method, such as port zoning (also known as hard

zoning).
Zone E (Switch to Protect traffic on fabric by (a) using E_Port authentica-
Switch/Switch to tion; (b) encrypting the traffic in transit; and
Router) {c) implementing FC switch controls and port controls.
Zone F (Distance Implement encryption for in-flight data (a) FC-SP for
Extension) long-distance FC extension; and (b) IPSec for SAN
extension via FCIP.
Zone G (Switch to Protect the storage arrays on your SAN via (a) WWPN-
Storage) based LUN masking; and (b) S_ID locking: masking

based on source FC address.
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Basic SAN Security Mechanisms
» LUN masking and zoning, switch-wide and fabric-wide access control, RBAC, and

logical partitioning of a fabric (Virtual SAN) are the most commonly used SAN
security methods.

LUN Masking and Zoning
» LUN masking and zoning are the basic SAN security mechanisms used to protect

against unauthorized access to storage.

» The standard implementations of LUN masking on storage arrays mask the LUNSs
presented to a frontend storage port based on the WWPNs of the source HBAs.

» A stronger variant of LUN masking may sometimes be offered whereby masking can
be done on basis of source FC addresses. It offers a mechanism to lock down the FC
address of a given node port to its WWN.

» WWPN zoning is the preferred choice in security-conscious environments.

OownR, port t,.an S pert I mplemented

» Port binding limits the number of devices that can attach to a particular switch port

on switch ports.

and allows only the corresponding switch port to connect to a node for fabric access.
Port binding mitigates but does not eliminate WWPN spoofing.

» Port lockdown and port lockout restrict a switch port’s type of initialization. Typical
variants of port lockout ensure that the switch port cannot function as an E_Port and
cannot be used to create an ISL, such as a rogue switch. Some variants ensure that the
port role is restricted to only FL_Port, F_Port, E_Port, or a combination of these.

> Persistent port disable prevents a switch port from being enabled even after a switch
reboot.

Switch-Wide and Fabric-Wide Access Control
> As organizations grow their SANs locally or over longer distances, there is a greater
need to effectively manage SAN security.
> Network security can be configured on the FC switch by using access control lists
(ACLs) and on the fabric by using fabric binding.
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* Access control lists (ACLs)

Include device connection and switch connection control policies

» Device connection control policy specifies which HBAs, storage ports
can be connected to a particular switch

» Switch connection control policy prevents unauthorized switches to
join a particular switch

* Fabric Binding
Prevents unauthorized switch from joining a fabric
* Role-based access control (RBAC)
Enables assigning roles to users that explicitly specify access rights

Logical Partitioning of a Fabric: Virtual SAN

> VSANSs enable the creation of multiple logical SANs over a common physical SAN.
» They provide the capability tobuild larger consolidated fabrics and still maintain the
required security and isolation between them.

i Hosts

Storage Array Storage Array

VSAN 10 28 VSAN 20

(ENGINEERING) (HR)

Fig 5.6: Securing SAN with VSAN
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» The SAN administrator can create distinct VSANSs by populating each of them with
switch ports. In the example, the switch ports are distributed over two VSANSs: 10 and
20 — for the Engineering and HR divisions, respectively. Although they share
physical switching gear with other divisions, they can be managed individually as
standalone fabrics. Zoning should be done for each VSAN to secure the entire

physical SAN. Each managed VSAN can have only one active zone set at a time.

5.4.2 NAS

»> NAS is open to multiple exploits, including viruses, worms, unauthorized access,
snooping, and data tampering.

» Various security mechanisms are implemented in NAS to secure data and the storage
networking infrastructure.

» Permissions and ACLs form the first level of protection to NAS resources by
restricting accessibility and sharing. These permissions are deployed over and above
the default behaviors and attributes associated with files and folders.
| aT,@s the ti<Iti nd,authorization. meehani h as

erber@s and\ diregto serviaure mg\@to.veEtiMOrk
users and define their privileges. Similarly, firewalls protect the storage infrastructure

from unauthorized access and malicious attacks.

NAS File Sharing: Windows ACLS
» Windows supports two types of ACLSs:

o discretionary access control lists (DACLs)
o system access control lists (SACLs).

» The DACL, commonly referred to as the ACL, that determines access control. The
SACL determines what accesses need to be audited if auditing is enabled.

> In addition to these ACLs, Windows also supports the concept of object ownership.

» The owner of an object has hard-coded rights to that object, and these rights do not
need to be explicitly granted in the SACL.

» The owner, SACL, and DACL are all statically held as attributes of each object.
Windows also offers the functionality to inherit permissions, which allows the child
objects existing within a parent object to automatically inherit the ACLs of the parent
object.

» ACLs are also applied to directory objects known as security identifiers (SIDs). These
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are automatically generated by a Windows server or domain when a user or group is
created, and they are abstracted from the user.

» In this way, though a user may identify his login ID as “Userl,” it is simply a textual
representation of the true SID, which is used by the underlying operating system.

» Internal processes in Windows refer to an account’s SID rather than the account’s
username or group name while granting access to an object. ACLs are set by using the
standard Windows Explorer GUI but can also be configured with CLI commands or

other third-party tools.

NAS File Sharing: UNIX Permissions
> For the UNIX operating system, a user is an abstraction that denotes a logical entity

for assignment of ownership and operation privileges for the system.

» A user can be either a person or a system operation.

» A UNIX system is only aware of the privileges of the user to perform specific
operations on the system and identifies each user by a user ID (UID) and a username,

re hether itsissg person, a System operation, or a device.
VJN , Users c pa ized i Se Ee gr!ps. nmoup
erves the pu to assign s i S give ureefand®sharing them

among many users that need them.

> For example, a group of people working on one project may need the same
permissions for a set of files.

» UNIX permissions specify the operations that can be performed by any ownership
relation with respect to a file. These permissions specify what the owner can do, what
the owner group can do, and what everyone else can do with the file.

» For any given ownership relation, three bits are used to specify access permissions.
The first bit denotes read (r) access, the second bit denotes write (w) access, and the
third bit denotes execute (X) access.

> Because UNIX defines three ownership relations (Owner, Group, and All), a triplet
(defining the access permission) is required for each ownership relationship, resulting
in nine bits. Each bit can be either set or clear. When displayed, a set bit is marked by
its corresponding operation letter (r, w, or x), a clear bit is denoted by a dash (-), and
all are put in a row, such as rwxr-xr-x. In this example, the owner can do anything

with the file, but group owners and the rest of the world can read or execute only.
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When displayed, a character denoting the mode of the file may precede this nine-bit
pattern. For example, if the fi le is a directory, it is denoted as “d”; and if it is a link, it
is denoted as “L.”

NAS File Sharing: Authentication and Authorization

> In a file-sharing environment, NAS devices use standard file-sharing protocols, NFS
and CIFS.

» Therefore, authentication and authorization are implemented and supported on NAS
devices in the same way as in a UNIX or Windows file sharing environment.

» Authentication requires verifying the identity of a network user and therefore involves
a login credential lookup on a Network Information System (NIS) server in a UNIX
environment.Similarly, a Windows client is authenticated by a Windows domain
controller that houses the Active Directory.

» The Active Directory uses LDAP to access information about network objects in the
directory and Kerberos for network security. NAS devices use the same authentication

techniques to validate network user credentials.

Fig 5.7/depicts thefaut ation Processd enviro t.
>\ Authorizatiofl defifles fuser prmes nSt’@Tge G \m for
UNIX users and Windows users are quite different. UNIX files use mode bits to
define access rights granted to owners, groups, and other users, whereas Windows
uses an ACL to allow or deny specific rights to a particular user for a particular file.
NIS Server

|
—|

UNIX ';

Clien‘l ﬁﬁi; Authorization
= UNIX Authentication Nﬂl)ewce ! UNIX Object :
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e
- ACL :
Windows/El : SID abc Deny
Client i - Write 5
D validate : SID xyz Allow :
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Windows Domain Controller/
Active Directory

Fig 5.7 Securing user access in a NAS environment
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Kerberos

>

>

IntKerheros, users f@nd's
e known aspringipals.

>

Kerberos is a network authentication protocol, which is designed to provide strong
authentication for client/server applications by using secret-key cryptography.

It uses cryptography so that a client and server can prove their identity to each other
across an insecure network connection.

In Kerberos, authentications occur between clients and servers.

The client gets a ticket for a service and the server decrypts this ticket by using its
secret key.

Any entity, user, or host that gets a service ticket for a Kerberos service is called a
Kerberos client.

The term Kerberos server generally refers to the Key Distribution Center (KDC).
The KDC implements the Authentication Service (AS) and the Ticket Granting
Service (TGS).

The KDC has a copy of every password associated with every principal, so it is
absolutely vital that the KDC remain secure.

rsgfor whigh r IS stofeehin D e
u1se. CoOm

In a NAS environment, Kerberos is primarily used when authenticating against a

Microsoft Active Directory domain, although it can be used to execute security

functions in UNIX environments.

The Kerberos authentication process shown in Fig 5.8 includes the following steps:

1. The user logs on to the workstation in the Active Directory domain (or forest) using an ID

and a password. The client computer sends a request to the AS running on the KDC for a

Kerberos ticket. The KDC verifies the user’s login information from Active Directory.

2. The KDC responds with an encrypted Ticket Granting Ticket (TGT) and an encrypted

session key. TGT has a limited validity period. TGT can be decrypted only by the KDC, and

the client can decrypt only the session key.

3. When the client requests a service from a server, it sends a request, consisting of the

previously generated TGT, encrypted with the sessionkey and the resource information to the
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KDC.

4. The KDC checks the permissions in Active Directory and ensures that the user is

authorized to use that service.

5. The KDC returns a service ticket to the client. This service ticket contains fields addressed

to the client and to the server hosting the service.
6. The client then sends the service ticket to the server that houses the required resources.

7. The server, in this case the NAS device, decrypts the server portion of the ticket and stores
the information in a key tab file. As long as the client’s Kerberos ticket is valid, this
authorization process does not need to be repeated. The server automatically allows the client

to access the appropriate resources.

8. lient-server session s n ablished.Th Y urns a io to i
whichitracks the client activity; such as filg | ki;g ongas.thQi tive.

Windows KDC
Client B
eeeesesssssssss [D Proof (1) eeessssssess——) =~

Q ‘ TGT (2) .

TGT + Server-name (3 ) s—)
— e KerbC (KerbS TKT) (5) m— gﬁg

(kertab Q)

Active
Directory

Fig 5.8 Kerberos authorization
Network-L ayer Firewalls

» Because NAS devices utilize the IP protocol stack, they are vulnerable to various
attacks initiated through the public IP network.

» Network layer firewalls are implemented in NAS environments to protect the NAS
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devices from these security threats. These network-layer firewalls can examine
network packets and compare them to a set of confi ed security rules. Packets that are
not authorized by a security rule are dropped and not allowed to continue to the
destination.

> Rules can be established based on a source address (network or host), a destination
address (network or host), a port, or a combination of those factors (source IP,
destination IP, and port number). The effectiveness of a firewall depends on how
robust and extensive the security rules are.

» Fig 5.9 depicts a typical firewall implementation.

. ) - ¥
PR " ' Internal E b=t
External Network | guedy = i1/ Ty | ot
Y W Network /'
g 85 28 .,i LA etwo |::
Ll ) :
Application : == 5
Server :

Demilitarized Zone (DMZ)

Fig 5.9: Securing a NAS environment with a network-layer firewall

> A demilitarized zone (DMZ) is commonly used in networking environments. A DMZ
provides a means to secure internal assets while allowing Internet-based access to
various resources. In a DMZ environment, servers that need to be accessed through
the Internet are placed between two sets of firewalls.

> Application-specific ports, such as HTTP or FTP, are allowed through the firewall to
the DMZ servers. No Internet-based traffic is allowed to penetrate the second set of
firewalls and gain access to the internal network. The servers in the DMZ may or may
not be allowed to communicate with internal resources.

» In such a setup, the server in the DMZ is an Internet-facing web application accessing
data stored on a NAS device, which may be located on the internal private network. A
secure design would serve only data to internal and external applications through the
DMZ.
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2.4.3 1P SAN

» The Challenge-Handshake Authentication Protocol (CHAP) is a basic authentication

mechanism t

hat has been widely adopted by network devices an hosts.

» CHAP provides a method for initiators and targets to authenticate each other by

utilizing a secret code or password. CHAP secrets are usually random secrets of 12 to

128 characte

rs.

» The secret is never exchanged directly over the communication channel; rather, a one-

way hash function converts it into a hash value, which is then exchanged. A hash

function, using the MD5 algorithm, transforms data in such a way that the result is

unique and cannot be changed back to its original form. Fig 5.10 depicts the CHAP

authentication process.
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CE

Host

1. Initiates a login to the target

2. CHAP challenge sent to initiator

| 3. Takes shared secret
:| and calculates value

| using a one-way hash
i | function

4. Returns hash value to the target

5. Computes the
expected hash value
from the shared
secret and compares
to value received from
initiator

6. If value matches, authentication acknowledged

samw

Fig 5.10 : Securing IPSAN with CHAP authentication

: iSCSI
: Storage Array

> If the initiator requires reverse CHAP authentication, the initiator authenticates the

target by using the same procedure.

» The CHAP secret must be configured on the initiator and the target. A CHAP entry,

composed of the name of a node and the secret associated with the node, is

maintained by the target and the initiator.
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» The same steps are executed in a two-way CHAP authentication scenario. After these
steps are completed, the initiator authenticates the target. If both authentication steps
succeed, then data access is allowed.

» CHAP is often used because it is a fairly simple protocol to implement and can be
implemented across a number of disparate systems.

» ISNS discovery domains function in the same way as FC zones. Discovery domains
provide functional groupings of devices in an IP-SAN.

> For devices to communicate with one another, they must be confi gured in the same
discovery domain.

» State change notifications (SCNs) inform the iISNS server when devices are added to
or removed from a discovery domain. Fig 5.11 depicts the discovery domains in
iISNS.

Management
Station

Device B

iSNS can be a
. < part of network or
management station

Two Discovery
Domains

.
v t®
.....
.....
...........

Host A

Fig 5.11 : Securing IPSAN with iSNS discovery domains
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5.5 Securing Storage Infrastructure in Virtualizedand Cloud Environments

5.5.1 Security Concerns
>

Organizations are rapidly adopting virtualization and cloud computing, however they
have some security concerns.

The key security concerns are multitenancy, velocity of attack, information assurance,
and data privacy.

Multitenancy, by virtue of virtualization, enables multiple independent tenants to be
serviced using the same set of storage resources.

Velocity-of-attack refers to a situation in which any existing security threat in the
cloud spreads more rapidly and has a larger impact than that in the traditional data
center environments.

Information assurance for users ensures confidentiality, integrity, and availability of
data in the cloud.

Also the cloud user needs assurance that all the users operating on the cloud are

ccess,th only withglegitimate rights and scope.
is al rn n d an ormCSP
erson d t| mdlo I thts Elients is

legally protected from any unauthorized disclosure.

5.5.2 Security Measures

>

Security measures can be implemented at the compute, network, and storage levels.

Security at the Compute L evel

>

>

Securing a compute infrastructure includes enforcing the security of the physical
server, hypervisor, VM, and guest OS (OS running within a virtual machine).

Physical server security involves implementing user authentication and authorization
mechanisms. These mechanisms identify users and provide access privileges on the
server.

To minimize the attack surface on the server, unused hardware components, such as
NICs, USB ports, or drives, should be removed or disabled.

A hypervisor is a single point of security failure for all the VMs running on it.
Rootkits and malware installed on a hypervisor make detection difficult for the

antivirus software installed on the guest OS. To protect against attacks, security-
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critical hypervisor updates should be installed regularly.

» The hypervisor management system must also be protected.

» VM isolation and hardening are some of the common security mechanisms to
effectively safeguard a VM from an attack. VM isolation helps to prevent a
compromised guest OS from impacting other guest OSs. VM isolation is implemented
at the hypervisor level.

» Hardening is a process to change the default configuration to achieve greater security.

> Apart from the measures to secure a hypervisor and VMs, virtualized andncloud

environments also require further measures on the guest OS and application levels.

Security at the Network L evel
» The key security measures that minimize vulnerabilities at the network layer are

firewall, intrusion detection, demilitarized zone (DMZ), and encryption of data-in-
flight.
» A firewall protects networks from unauthorized access while permitting only

In a virtualized and cloud environment, a firewall can

mumic
Hlse.com
e n (D) is t oces d evéntshat compromisé the

confidentiality, integrity, or availability of a resource.

Security at the Storage L evel

» Major threats to storage systems in virtualized and cloud environments arise due to

compromises at compute, network, and physical security levels. This is because
access to storage systems is through compute and network infrastructure. Therefore,
adequate security measures should be in place at the compute and network levels to
ensure storage security.
» Common security mechanisms that protect storage include the following:
o Access control methods to regulate which users and processes access the data
on the storage systems
o Zoning and LUN masking
o Encryption of data-at-rest (on the storage system) and data-in-transit. Data
encryption should also include encrypting backups and storing encryption
keys separately from the data.

o Data shredding that removes the traces of the deleted data
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5.6 Monitoring the Storage Infrastructure

>

Monitoring is one of the most important aspects that forms the basis for managing
storage infrastructure resources. Monitoring provides the performance and
accessibility status of various components. Monitoring also helps to analyze the

utilization and consumption of various storage infrastructure resources.

5.6.1 Monitoring Parameters

>

Y

Y Vv

Y

>

>

Storage infrastructure components should be monitored for accessibility, capacity,
performance, and security.

Accessibility refers to the availability of a component to perform its desired operation
during a specified time period.

Capacity refers to the amount of storage infrastructure resources available.
Performance monitoring evaluates how efficiently different storage infrastructure
components are performing and helps to identify bottlenecks.

Security monitoring helps to track unauthorized configuration changes to storage

ulse.com

o Hosts,

o networks, and
o storage
The components are monitored for below parameters:
o accessibility,
o capacity,
o performance, and
o Security.
These components can be physical or virtualized.

Hosts:

>

The accessibility of a host depends on the availability status of the hardware
components and the software processes running on it.
For example, a host’s NIC (hardware) failure might cause inaccessibility of the host to

its user.
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>

Server clustering is a mechanism that provides high availability if a server failure
occurs.

Capacity monitoring of the file system utilization is important to ensure that
sufficient capacity is available to the applications, otherwise this disrupts application
availability.

Administrator can extend (manually or automatically) the file system’s space
proactively to prevent application outage.

Use of virtual provisioning technology enables efficient management of storage
capacity requirements but is highly dependent on capacity monitoring.

Performance monitoring of the host mainly involves a status check on the utilization
of various server resources, such as CPU and memory.

High utilization leads to degraded performance and slower response time.

Actions taken by administrators to correct the problem are, upgrading or adding more
processors and shifting the workload to different servers.

In a virtualized environment, additional CPU and memory may be allocated to VMs

dynamigally from the if availablg, t e orman quikeie

curity monitori serveunl sgd 0 Iogin@rem
unauthorized applications or software processes.
Proactive measures against unauthorized access to the servers are based on the threat
identified.

For example, an administrator can block user access if multiple login failures are

logged.

Storage Network

>

YV V V V

Storage networks need to be monitored to ensure uninterrupted communication
between the server and the storage array.

Accessibility: Uninterrupted access to data depends on the accessibility of both the
physical and logical components.

The physical components include switches, ports, and cables.

The logical components include constructs, such as zones.

Any failure in the physical or logical components causes data unavailability.
Capacity monitoring in a storage network involves monitoring the number of

available ports in the fabric, the utilization of the interswitch links, or individual ports,
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and each interconnect device in the fabric.

» Performance monitoring of the storage network enables assessing individual
component performance and helps to identify network bottlenecks.

» For IP networks, monitoring the performance includes monitoring network latency,
packet loss, bandwidth utilization for I/O, network errors, packet retransmission rates,
and collisions.

» Security monitoring of storage network provides information about any
unauthorized change to the configuration of the fabric.

» Login failures and unauthorized access to switches for performing administrative

changes should be logged and monitored continuously.

Storage

» The accessibility of the storage array should be monitored for its hardware
components and various processes.

> Storage arrays are configured with redundant hardware components, and therefore

Ividdal compongnt esgotiaffeektheimaccessibili

ilurefof afy pr@cess in thel stora arS@dignCorofseﬂvess

operations. Example: failure of a replication task affects disaster recovery capabilities.

» Some storage arrays provide the capability to send messages to the vendor’s support
center if hardware or process failures occur, referred to as a call home.

» Capacity monitoring of a storage array enables the administrator to respond to
storage needs preemptively based on capacity utilization and consumption trends.

> Information about unconfigured and unallocated storage space enables the
administrator to decide whether a new server can be allocated storage capacity from
the storage array.

» Performance monitoring of a storage array involves using a number of performance
metrics, such as utilization rates of the various storage array components, 1/0
response time, and cache utilization.

» A storage array is usually a shared resource, which may be exposed to security
threats. Monitoring security helps to track unauthorized configuration of the storage

array and ensures that only authorized users are allowed to access it.
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5.6.3 Monitoring Examples
Accessibility Monitoring

> Failure of any component might affect the accessibility of one or more components
due to their interconnections and dependencies.

» Consider an implementation in a storage infrastructure with three servers: H1, H2, and
H3. All the servers are configured with two HBAS, each connected to the production
storage array through two switches, SW1 and SW2, as shown in Fig 5.12.

> All the servers share two storage ports on the storage array and multipathing software
is installed on all the servers.

> If one of the switches (SW1) fails, the multipathing software initiates a path failover,
and all the servers continue to access data through the other switch, SW2.

> Due to the absence of a redundant switch, a second switch failure could result in
inaccessibility of the array.

» Monitoring for accessibility enables detecting the switch failure and helps an

administrator.to take ¢ tive actiongbefore another failure occurs.
Vnos cases, the lad afor réteive lerts f cmand
an initlate acti ef@re the ongn : )
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Fig 5.12: Switch failure in a storage infrastructure
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Capacity Monitoring

> In the scenario shown in Fig 5.13, servers H1, H2, and H3 are connected to the
production array through two switches, SW1 and SW2. Each of the servers is
allocated storage on the storage array.

» When a new server is deployed in this configuration, the applications on the new
server need to be given storage capacity from the production storage array.

» Monitoring the available capacity on the array helps to decide whether the array can
provide the required storage to the new server.

» Also, monitoring the available number of ports on SW1 and SW2 helps to decide

whether the new server can be connected to the switches.

Can the array provide the
M required storage to
a new server?

H1

H2

Productibh
Storage Array

H3

New
Server

Application
Servers

Fig 5.13: Monitoring storage array capacity
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» The following example illustrates the importance of monitoring the file system
capacity on file servers. Fig 5.14 (a) illustrates the environment of a file system when
full and that results in application outage when no capacity monitoring is
implemented.

» Monitoring can be configured to issue a message when thresholds are reached on the
file system capacity. For example, when the file system reaches 66 percent of its
capacity, a warning message is issued, and a critical message is issued when the file
system reaches 80 percent of its capacity (Fig 5.14 [b]). This enables the administrator
to take action to extend the file system before it runs out of capacity. Proactively
monitoring the file system can prevent application outages caused due to lack of file

system space.

File system extended -...

Critical: File system

5 is 80% full % i
e
‘ Warning: File system ., ':
. is 66% full '-.‘
“.37"1
Server File System Server File System
(a) No Monitoring (b) File System Monitoring

Fig 5.14: Monitoring server file system space

Performance Monitoring

» The example shown in Fig 5.15 illustrates the importance of monitoring performance
on storage arrays.

» In this example, servers H1, H2, and H3 (with two HBAs each) are connected to the
storage array through switch SW1 and SW2. The three servers share the same storage
ports on the storage array to access LUNS.

» A new server running an application with a high work load must be deployed to share
the same storage port as H1, H2, and H3.

» Monitoring array port utilization ensures that the new server does not adversely affect
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the performance of the other servers.

> In this example, utilization of the shared storage port is shown by the solid and dotted
lines in the graph.

> If the port utilization prior to deploying the new server is close to 100 percent, then
deploying the new server is not recommended because it might impact the
performance of the other servers. However, if the utilization of the port prior to
deploying the new server is closer to the dotted line, then there is room to add a new

Server.

100%

-
~ P
- ~

H1 + H2 + H3

Port Utilization %
A Y
(4

H1

H2

Production
Storage Array
H3

New
Server

Application
Servers

Fig 5.15: Monitoring array port utilization
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Security Monitoring

» The example shown in Fig 5.16 illustrates the importance of monitoring security in a
storage array.

> In this example, the storage array is shared between two workgroups, WG1 and WG2.
The data of WG1 should not be accessible to WG2 and vice versa. A user from WG1
might try to make a local replica of the data that belongs to WG2.

» If this action is not monitored or recorded, it is difficult to track such a violation of
information security. If this action is monitored, a warning message can be sent to
prompt a corrective action or at least enable discovery as part of regular auditing
operations.

> An example of host security monitoring is tracking of login attempts at the host. The
login is authorized if the login ID and password entered are correct; or the login
attempt fails. These login failures might be accidental (mistyping) or a deliberate
attempt to access a server. Many servers usually allow a fixed number of successive
login failures, prohibiting any additional attempts after these login failures.

Infa m@nitored envir t, fthe fogin i is re d g, s file,
d thrge su€eessive lagin faUtr QS Ssal e,d/vﬁ @o iblel security
threat.

e

i
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™
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Workgroup 2 (WG2) U‘_:ﬂ s
QEI
|\." ‘:Eq—wcn
M M 1
N“mmm'/ Production
— Storage Array

P
s

—ek
Workgroup 1 (WG1)
Fig 5.16: Monitoring security in a storage array
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5.7
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Alerts

Alerting of events is an integral part of monitoring. Alerting keeps administrators
informed about the status of various components and processes — for example,
conditions such as failure of power, disks, memory, or switches, which can impact the
availability of services and require immediate administrative attention. Other
conditions, such as a file system reaching a capacity threshold are considered warning
signs and may also require administrative attention.

Monitoring tools enable administrators to assign different severity levels based on the
impact of the alerted condition.

Whenever a condition with a particular severity level occurs, an alert is sent to the
administrator, a script is triggered, or an incident ticket is opened to initiate a
corrective action.

Alert classifications can range from information alerts to fatal alerts.

Information alerts provide useful information but do not require any intervention by
the administrator.

alerts req dministrative attention so that the alerted condition is

ntaingd an@d doesino ct accessi IitS e ‘ Q I I l
atal alerts require immediate attention becaus the.con ition might affect overall

performance, security, or availability.
Continuous monitoring, with automated alerting, enables administrators to respond to
failures quickly and proactively. Alerting provides information that helps

administrators prioritize their response to events.

orage Infrastructure Management Activities
The key storage infrastructure management activities performed in a data center can

be broadly categorized into:
o availability management,
o capacity management,
o performance management,
o Security management, and
o reporting.
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5.7.1 Availability Management

>

A\

Availability management requires establishing a proper guideline based on defined
service levels to ensure availability.

Availability management involves all availability-related issues for components or
services to ensure that service levels are met.

In availability management, the key activity is to provision redundancy at all levels,
including components, data, or even sites.

Eg: When a server is deployed to support critical business function, it requires high
availability by deploying two or more HBAs, multipathing software, and server
clustering.

The server must be connected to the storage array using at least two independent
fabrics and switches that have built-in redundancy.

In addition, the storage arrays should have built-in redundancy for various

components and should support local and remote replication.

ty ﬁ agem th ns@ireYadequ it rces
ELHSTTCOM
Capacity management also involves optimization of capacity based on the cost and
future needs.

Capacity management provides capacity analysis that compares allocated storage to
forecasted storage on a regular basis.

It also provides trend analysis based on the rate of consumption, which must be
rationalized against storage acquisition and deployment timetables.

Storage provisioning is an example of capacity management which involves
activities, such as creating RAID sets and LUNSs, and allocating them to the host.
Enforcing capacity quotas for users is another example of capacity management.
Provisioning a fixed amount of user quotas restricts users from exceeding the
allocated capacity.

Data deduplication and compression, have reduced the amount of data to be backed

up and thereby reduced the amount of storage capacity to be managed.
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5.7.3 Performance Management

>

Performance management ensures the optimal operational efficiency of all
components.

Performance analysis helps to identify the performance of storage infrastructure
components and provides information on whether a component meets expected
performance levels.

Several performance management activities need to be performed when deploying a
new application or server in the existing storage infrastructure.

For example, to optimize the expected performance levels, fine-tuning is required for
activities on the server, such as the volume configuration, database design or
application layout, configuration of multiple HBAs, and intelligent multipathing
software.

The performance management tasks on a SAN include designing and implementing
sufficient ISLs in a multiswitch fabric with adequate bandwidth to support the required

performance levels.

T e larray|co tion task§ include selecting the appropriate RAID type,
N layout; front-e orts, bac eSnend eche j Lmhen
e

considering the end-to-end performance.

5.7.4 Security Management

>

The key objective of the security management activity is to ensure confidentiality,
integrity, and availability of information in both virtualized and nonvirtualized
environments.

Security management prevents unauthorized access and configuration of storage
infrastructure components.

For example, while deploying an application or a server, the security management
tasks include managing the user accounts and access policies that authorize users to
perform role-based activities.

The security management tasks in a SAN environment include configuration of
zoning to restrict an unauthorized HBA from accessing specific storage array ports.
The security management task on a storage array includes LUN masking that restricts

a host’s access to intended LUNs only.
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5.7.5 Reporting

>

Y

Reporting on a storage infrastructure involves keeping track and gathering
information from various components and processes.

This information is compiled to generate reports for trend analysis, capacity
planning, chargeback, and performance.

Capacity planning reports contain current and historic information about the
utilization of storage, file systems, database tablespace, ports, and so on.
Configuration and asset management reports include details about device allocation,
local or remote replicas, and fabric configuration. It also lists all the equipment, with
details of their purchase date, lease status, and maintenance records.

Chargeback reports contain information about the allocation or utilization of storage
infrastructure components by various departments or user groups.

Performance reports provide details about the performance of various storage
infrastructure components.

Storag astruc Manageiment in a Virtualized Environment

prage virt N abled | dyné i of n rage

olumes. Dugugt0 ynamiUte gse Ucﬁs@ Xpanded
nondisruptively to meet both capacity and performance requirements.
Since virtualization breaks the bond between the storage volumes presented to the
host and its physical storage, data can be migrated both within and across data centers
without any downtime. This has made the administrator’s tasks easier while
reconfiguring the physical environment.
Virtual storage provisioning is another tool that has changed the infrastructure
management cost and complexity scenario.
In conventional provisioning, storage capacity is provisioned upfront in anticipation
of future growth. This results in overutilization or underutilization issues.
Use of virtual provisioning can address this challenge and make capacity management
less challenging. In virtual provisioning, storage is allocated from the shared pool to
hosts on-demand. This improves the storage capacity utilization, and thereby reduces
capacity management complexities.
Virtualization has also contributed to network management efficiency. VSANs and

VLANSs made the administrator’s job easier by isolating different networks logically
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using management tools rather than physically separating them.

> Disparate virtual networks can be created on a single physical network, and
reconfiguration of nodes can be done quickly without any physical changes.

> It has also addressed some of the security issues that might exist in a conventional
environment.

» On the host side, compute virtualization has made host deployment, reconfiguration,
and migration easier than physical environment.

» Compute, application, and memory virtualization have not only improved

provisioning, but also contributed to the high availability of resources.

STORAGE MULTITENANCY

» Multiple tenants sharing the same resources provided by a single landlord (resource
provider) is called multitenancy.

» Two common examples of multitenancy are:

o__multiple virtual machines sha'rfg the same server hardware through the use of

hypervisar r theyserve
o multi r plicatUi tS@ra@ @rOI I l

» Security and service level assurance are a key concerns in any multitenant storage
environment.

» Secure multitenancy means that no tenant can access another tenant’s data.

> Below are the four pillars of multitenancy:

o Secure separation: This enables data path separation across various tenants in
a multitenant environment. This pillar can be divided into four basic
requirements: separation of data at rest, address space separation,
authentication and name service separation, and separation of data access.

o Service assurance: Consistent and reliable service levels are integral to
storage multitenancy. Service assurance plays an important role in providing
service levels that can be unigue to each tenant.

o Availability: High availability ensures a resilient architecture that provides
fault tolerance and redundancy. This is even more critical when storage
infrastructure is shared by multiple tenants, because the impact of any outage

is magnified.
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o Management: This includes provisions that allow a landlord to manage basic
infrastructure while delegating management responsibilities to tenants for the
resources that they interact with day to day. This concept is known as
balancing the provider (landlord) in-control with the tenant in-control

capabilities.

5.7.7 Storage Management Examples
Example 1: Storage Allocation to a New Server/Host
» Consider the deployment of a new RDBMS server to the existing nonvirtualized
storage infrastructure environment.
> Below are the storage management activities, performed by the administrator:

1. Install and configure the HBAs and device drivers on the server before it is
physically connected to the SAN. Multipathing software can also be installed on
the server.

2. Connect storage array ports to the SAN and perform zoning on the SAN switches
to allowthe n access.to the storag ay portsua its,HBA
L LR SE RS-
the HBAs of the new server to different switchesgnd zoning with different array
ports.

4. Configure LUNSs on the array and assign these LUNS to the storage array front-
end ports. LUN masking configuration is performed on the storage array, which
restricts access to LUNs by a specific server.

5. The server then discovers the LUNs assigned to it by either a bus rescan process
or sometimes through a server reboot, depending upon the operating system
installed.

6. A volume manager may be used to configure the logical volumes and file systems
on the host. The number of logical volumes or file systems to be created depends
on how a database or an application is expected to use the storage.

7. Install database or an application on the logical volumes or file systems that were
created.

8. The last step is to make the database or application capable of using the new file

system space.
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» Fig 5.17 illustrates the activities performed on a server, a SAN, and a storage array for

the allocation of storage to a new server.

Server SAN StOrage Array ————
Asgign Volumes
File/ File Assign LUNs Creste LUNs
Database Sy stem Volume to the Ports
Management Manasgement Management
=| | W e OR @t “
B A g I
A= b dhgd L@l
A I
Datsbase Fike Volume Allocated Fromt-End
' hy o HEAx rom-=n Asmigned v Configured Unconfigured
Configuresd Systam Group o the Ports T — - P
Configured Crested  Server || rag Starage Be )

Fig 5.17: Storage allocation tasks

> Below are the various administrative tasks performed in a virtualized environment

to

provision storage to a VM that runs an RDBMS.

imi nonyirtualized environment, a physical connection must be established
be eenws @ IVer, hiI: S, a e e ugh
LXOPUISE.COM
At the SAN level, a VSAN can be configured to transfer data between the
physical server and the storage array. This isolates storage traffic from any other
traffic in the SAN. Zoning can be configured within the VSAN.

At the storage side, administrators need to create thin LUNs from the shared
storage pool and assign these thin LUNSs to the storage array front-end ports. LUN
masking needs to be carried out on the storage array.

At the physical server side, the hypervisor discovers the assigned LUNSs. The
hypervisor creates a logical volume and file system to store and manage VM files.
Administrator creates a VM and installs the OS and RDBMS on the VM. During
this, the hypervisor creates a virtual disk file and other VM files in the hypervisor
file system. The virtual disk file appears to the VM as a SCSI disk and is used to
store the RDBMS data. Alternatively, the hypervisor enables virtual provisioning
to create a thin virtual disk and assigns it to the VM.

Hypervisors usually have native multipathing capabilities. Optionally, a third-
party multipathing software may be installed on the hypervisor.
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Example 2: File System Space Management
» To prevent a file system from running out of space, administrators need to perform

tasks to offload data from the existing file system.

» This includes deleting unwanted files or archiving data that is not accessed for a long
time.

» Alternatively, an administrator can extend the file system to increase its size and avoid
an application outage.

» The dynamic extension of file systems or a logical volume depends on the operating
system or the logical volume manager (LVM) in use.

» Fig 5.18 shows the steps and considerations for the extension of file systems in the

flow chart.
Correlate file system with
Volume Group or Disk Group.

Is there
free space available in the
Volume Group?

Yas Exacute command to 3
axtend file systam.

~

the file system
being replicated?

Perform tasks to ensure \
Yas Execute command to L
system and Volume =

Group are replicated
A correctly.

Does the server have

additional devices available? extend Volume Group.

Does the array have
configured LUNs that can be
allocated?

Allocate LUNs
to server.

A
Does the array have Configure
unconfigured capacity? new LUNs.

- Identify/procure
- another array.

Fig 5.18: Extending a file system
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Example 3: Chargeback Report

» This example explores the storage infrastructure management tasks necessary to
create a chargeback report.

> Fig 5.19 shows a configuration deployed in a storage infrastructure. Three servers
with two HBAs each connect to a storage array via two switches, SW1 and SW2.

> Array replication technology is used to create local and remote replicas. The
production device is represented as A, the local replica device as B, and the remote
replica device as C.

> Individual departmental applications run on each of the servers.

> A report documenting the exact amount of storage resources used by each application
is created using a chargeback analysis for each department.

> If the unit for billing is based on the amount of raw storage (usable capacity plus
protection provided) configured for an application used by a department, the exact
amount of raw space configured must be reported for each application.

» Fig 5.19 shows a sample report for two applications, Payroll_1 and Engineering_1.

T ep to dete chargebagk costs is to correlate the application with the
acta ounw sPa cu.lr ﬁz@icatiug é m

» Fig 5.20 shows the storage space used ayroll_1 3pp ICation Tdentified based on
file systems to logical volumes to volume groups and to the LUNSs on the array.

» When the applications are replicated, the storage space used for local replication and
remote replication is also identified.

> In the example shown, Payroll_1 is using Source Vol 1 and Vol 2 (in the production
array). The replication volumes are Local Replica Vol 1 and Vol 2 (in the production
array) and Remote Replica Vol 1 and Vol 2 (in the remote array).

> Based on this example, consider that Source Vol 1 and Vol 2 are each 50 GB in size,
the storage allocated to the application is 100 GB (50 + 50). The allocated storage for
replication is 100 GB for local replication and 100 GB for remote replication.

» The raw storage configured for the application is determined from the allocated
storage based on the RAID protection that is used.

» If the Payroll 1 application’s production volumes are RAID 1-protected, the raw
space used is 200 GB.

» Assume the local replicas are on unprotected volumes, and the remote replicas are

protected with a RAID 5 configuration, then 100 GB of raw space is used by the local
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replica and 125 GB by the remote replica.

» Therefore, the total raw capacity used by the Payroll_1 application is 425 GB. The
total cost of storage provisioned for Payroll_1 application will be $2,125 (assume cost
per GB of storage is $5).

» This exercise must be repeated for each application in the enterprise (eg:
Engineering_1, etc) to generate the chargeback report.

» Chargeback reports can be extended to include a pre-established cost of other
resources, such as the number of switch ports, HBAs, and array ports in the
configuration.

» Chargeback reports are used by data center administrators to ensure that storage

consumers are well aware of the costs of the services that they have requested.

VG - Volume Group

LV -Logical Volume

FS - File System

A - Production Devices
B
c

- Local Replica Devices

- Remote Replica Devies

Application Servers Production Remote
Storage Array Storage Array
et Storage | Production | Local Replica Remote Replica | Total Chargeback Cost
ppiication (GB) Smrage Storage Raw | Storage Raw Storage | § 5/Raw (GB)
Raw (GB) (GB) (GB) Raw (GB)
Payrell_1 100 200 100 125 425 $ 2135
Engineering_1| 200 250 200 250 700 4 3500

Fig 5.19: Configuration and Chargeback report

§ Aemeend £
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FS N ‘ Vol 2
Production Remote
Storage Armray Storage Array

Fig 5.20: Correlation of capacity configured for an application
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5.8 Storage Infrastructure Management Challenges

» The main challenge in monitoring and managing today’s complex storage
infrastructure is due to the heterogeneity of storage arrays, networks, servers,
databases, and applications in the environment.

> EQ: heterogeneous storage arrays vary in their capacity, performance, protection, and
architectures. Each of the components in a data center typically comes with vendor-
specific tools for management.

» An environment with multiple tools makes understanding the overall status of the
environment challenging because the tools may not be interoperable.

> ldeally, management tools should correlate information from all components in one
place. Such tools provide an end-to-end view of the environment, and a quicker root

cause analysis for faster resolution to alerts.

5.9 Information Lifecycle Management

In ionallda ter and Mirtualized environments, managing information
n be gxpensive ifno atdpr pﬁ‘ye ‘ Q ! l '
> “Along With t ols,"an effe n en at&;y so required t0 manage

information efficiently.

» This strategy should address the following key challenges that exist in today’s data
centers:

o Exploding digital universe: The rate of information growth is increasing
exponentially. Creating copies of data to ensure high availability and
repurposing has contributed to the multifold increase of information growth.

o Increasing dependency on information: The strategic use of information
plays an important role in determining the success of a business and provides
competitive advantages in the marketplace.

o Changing value of information: Information that is valuable today might
become less important tomorrow. The value of information often changes over
time.

» Framing a strategy to meet these challenges involves understanding the value of
information over its life cycle.

» When information is first created, it often has the highest value and is accessed
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frequently. As the information ages, it is accessed less frequently and is of less value
to the organization. Understanding the value of information helps to deploy the
appropriate infrastructure according to the changing value of information.

> For example, in a sales order application, the value of the information (customer data)
changes from the time the order is placed until the time that the warranty becomes
void (see Fig 5.21).

» The value of the information is highest when a company receives a new sales order
and processes it to deliver the product. After the order fulfillment, the customer data
does not need to be available for real-time access.

» The company can transfer this data to less expensive secondary storage with lower
performance until a warranty claim or another event triggers its need.

» After the warranty becomes void, the company can dispose of the information.

Warranty

Mew Process Deliver
order order order claim .'\
T

Warranty
Voided

Create Access Migrate

Fig 5.21 Changing value of sales order information

» Information Lifecycle Management (ILM) is a proactive strategy that enables an IT
organization to effectively manage information throughout its life cycle based on
predefined business policies.

» From data creation to data deletion, ILM aligns the business requirements and
processes with service levels in an automated fashion. This allows an IT organization
to optimize the storage infrastructure for maximum return on investment.

> Implementing an ILM strategy has the following key benefits that directly address the
challenges of information management:

o Lower Total Cost of Ownership (TCO): By aligning the infrastructure and
management costs with information value. As a result, resources are not wasted,



Storage Area Networks Module-5

and complexity is not introduced by managing low-value data at the expense of
high-value data.

o Simplified management: By integrating process steps and interfaces with
individual tools and by increasing automation

o Maintaining compliance: By knowing what data needs to be protected for what
length of time

o Optimized utilization: By deploying storage tiering

5.10 Storage Tiering

> Storage tiering is a technique of establishing a hierarchy of different storage types
(tiers). This enables storing the right data to the right tier, based on service level
requirements, at a minimal cost.

» Each tier has different levels of protection, performance, and cost. For example, high
performance solidstate drives (SSDs) or FC drives can be configured as tier 1 storage
to keep frequently accessed data, and_Jow cost SATA drives as tier 2 storage to keep

t ntlylaccgssed/data.
»>\\Keeping frequen ed daUS DSF@p@van mnce.

Moving less-frequently accessed data to SATA can free up storage capacity in high

performance drives and reduce the cost of storage. This movement of data happens
based on defined tiering policies.

» The tiering policy might be based on parameters, such as file type, size, frequency of
access, and so on. For example, if a policy states “Move the files that are not accessed
for the last 30 days to the lower tier,” then all the files matching this condition are
moved to the lower tier.

» Storage tiering can be implemented as a manual or an automated process.

» Manual storage tiering is the traditional method where the storage administrator
monitors the storage workloads periodically and moves the data between the tiers.
Manual storage tiering is complex and time-consuming.

» Automated storage tiering automates the storage tiering process, in which data
movement between the tiers is performed nondisruptively. In automated storage
tiering, the application workload is proactively monitored; the active data is

automatically moved to a higher performance tier and the inactive data to a higher
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>

capacity, lower performance tier.
Data movements between various tiers can happen within (intra-array) or between

(inter-array) storage arrays.

5.10.1 Intra-Array Storage Tiering

>

>

A\
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The process of storage tiering within a storage array is called intra-array storage
tiering.
It enables the efficient use of SSD, FC, and SATA drives within an array and provides

performance and cost optimization.
The goal is to keep the SSDs busy by storing the most frequently accessed data on
them, while moving out the less frequently accessed data to the SATA drives.
Data movements executed between tiers can be performed at the LUN level or at the
sub-LUN level.
The performance can be further improved by implementing tiered cache.
LUN tiering, sub-LUN tiering, and cache tiering are explained next.
itignallyg stor is operat e level t oves an entire LUN

r:-oFUa an her se ngé éﬂé i I i
This movement includes both active and inactive data |’1 that LUN.
This method does not give effective cost and performance benefits.
Today, storage tiering can be implemented at the sub-LUN level (see Fig 5.22 [b]).
In sub-LUN level tiering, a LUN is broken down into smaller segments and tiered at
that level. Movement of data with much finer granularity, for example 8 MB, greatly
enhances the value proposition of automated storage tiering.

Tiering at the sub-LUN level effectively moves active data to faster drives and less

active data to slower drives.
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Move entire LUN
with active data
from tier 1 to tier
0 for improved
performance

Move entire LUN with
inactive data from
tier O to tier 1

o - el e
Tessdnnnnnssanis

Storage Array

(a) LUN Tiering

Move active data
from tier 1 to tier
0 for improved
performance

\ Move inactive
data from
A tier 0 to tier 1

Storage Array Inactive Data
(b) Sub-LUN Tiering E Active Data

G mentation[f intra-array storage tiering
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tiering. Inter-array storage tiering automates the identification of active or inactive

PDEetWw

data to relocate them to different performance or capacity tiers between the arrays.

» Figure 5.23 illustrates an example of a two-tiered storage environment. This
environment optimizes the primary storage for performance and the secondary storage
for capacity and cost.

» The policy engine, which can be software or hardware where policies are configured,
facilitates moving inactive or infrequently accessed data from the primary to the
secondary storage.

» Some prevalent reasons to tier data across arrays is archival or to meet compliance
requirements.

» As an example, the policy engine might be configured to relocate all the files in the
primary storage that have not been accessed in one month and archive those files to
the secondary storage.

» For each archived file, the policy engine creates a small space-saving stub file in the

primary storage that points to the data on the secondary storage.
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» When a user tries to access the file at its original location on the primary storage, the

user is transparently provided with the actual file from the secondary storage.

Facilitates policy-based data
movements between tiers

=

Policy Engine

Application
Servers

-
-
e
-
-
-
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-
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Tier 1 Tier 2
Primary Storage Secondary Storage

Fig 5.23: Implementation of intra-array storage tiering
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